MOBILE-ID

Anytime, Anywhere

MOBILE-ID QUANTUMSAFE

HA TANG TIN CAY SO HAU LUGNG TU

MOBILE-ID
QUANTUMSAFE
ECOSYSTEM

Niém tin so.
San sang chuyén doi.

Hé sinh thdi quan ly chiing thu composite, bdo vé khéa phén
cung va ky-xdac minh PQC.

CA /TSP - KHOI CO YEU - CO QUAN QUAN LY

Mobile-ID - Ha téng tin cdy sé hau lugng tir

QUANTUMSAFE ECOSYSTEM

TRUSTED
KEY

Khéa dudc bdo vé - Ky theo quyén

Chitng thu composite

Minh hoa chiic ndng - Khéng phdi dnh sén phdm
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MOBILE-ID

Anytime, Anywhere

TAM NHIN / PIEU HANH QUANTUMSAFE ECOSYSTEM

Mot nén tang chung. Mot 16 trinh c6 thé trién khai.

Mat mé hau lugng ti (PQC) dudc dua vao cdce dich vu tin cdy theo tiing pham vi dudce kiém ching.

Bdo todn dau tu

K&t néi ha tang khda cdng khai (PKI) hién hitu v8i I8p mat mé méi; duy tri nghiép vu
trong qud trinh chuyén déi.

Bdo vé khéa.
Chuyén d6i dich vu.

Khai dau trong sdu thang

Duy tri bCIng Chung . Uu tién mot tuyén cdp chiing thu-ky-xdc minh trén Windows, cling thiét bij va phén hé
quan tri dd chon.
M3 rong dén 2029
Trusted Key cho tuyén ky cuc bd. K&t ndi ky tUr xa, déu th&i gian, chuyén phdt va bdo qudn bdng chiing theo cdc céng
HSM cho khéa ha tang va tuyén ky nghiém thu.
may chd.
Pham vi - 3 Kién tric - 10 Trién khai - 37 Hop tdc - 44

Quyét dinh khai dau: chon chi tri, nghiép vu uu tién, pham vi pilot va tiéu chi chap nhan.
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MOBILE-ID

Anytime, Anywhere

PIEU HANH / PHAM VI CUNG CAP QUANTUMSAFE ECOSYSTEM

Nhén dugc gi sau mét du an QuantumSafe?

Pham vi dé xuét dugc chot theo céu hinh, quyén st dung va tiéu chi nghiém thu.

~x Mobile-ID cung cap X\ Khdch hang chudn bi

Trusted Key; phéin mém tich hgp; Wrapper, Agent Chinh sdch, ha tang, license, chl nghiép vu, ngudi

v& bd mau theo quyén dudc cdp. dung va dir liéu thir dugc phép.

Q. Haibén phéi hgp S— Phu thudc bén ngoai
Thiét k&, tich hgp CA/VA va qudn tri; kiém thir, ddo HSM, Card OS, hé diéu hanh va ting dung dich; hd
tao, nghiém thu va chuyén giao. trg theo phién ban/cau hinh.

Ddu ra: thiét k& + bd cdi/cdu hinh + méu chiing thu/hé so + két qua kiém thir + tai liéu van hanh.
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MOBILE-ID TAM NHIN / UU TIEN QUANTUMSAFE ECOSYSTEM

Anytime, Anywhere
—

. e

Bat ddu tir tai sén cé vong ddi tin cay dai.

Chuyén ddi mat ma can di trudc thdi diém t6 chic phdi thay déi déng loat.

A —
| 1] - O
Ching thu va khéa Ho s va bang chiing Két ndi va dirliéu
Ha tang cap phdt, thiét bi va bén sir Tai liéu can dudc kiém tra qua nhiéu Ké&nh truyén, giao dién dich vu va dir liéu
dung c6 thdi gian thay thé khdc nhau. vong d&i thudt todn, chiing thu va phéan luu trir can chinh sdch bdo vé riéng.

mém.

Uu tién theo gid tri tai sdn, thdi gian bdo vé va d6 khé chuyén déi; khong du bdo thai diém mdy tinh ludng ti phd v hé théng.

Mobile-ID - Hé sinh thai QuantumsSafe - Danh muc ndng luc
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MOBILE-ID

Anytime, Anywhere

TAM NHIN / GIA TRI

QUANTUMSAFE ECOSYSTEM

Moi t6 chifc c6 mét muc tiéu chuyén d6i ré rang.

Kién tric dung chung; chinh sdch vén hanh vé quyén quyét dinh thudc tiing t6 chic.

N
| | T
Té chiic chiing thuc Cd quan quén ly / khéi co
yéu
M3 tuyén ching thu va ky sé méi; quanly  Cd kién tric tham chiéu, ranh gidi khéa,
vong ddi, thiét bi va kha néng lién thong. pham vi ddnh gid va ca s8 xem xét ting
cdu hinh.

Pham vi chdp nhan va yéu cdu thdm dinh dudc xdc dinh theo tiing hé théng va nghiép vu.

Mobile-ID - Ha téng tin cdy sé hau lugng tir

e

T6 chirc s dung

Tich hgp nghiép vu tung budc; xdc minh
dudc hoé so va kiém sodt chi phi chuyén
déi.
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MOB"—_E -1ID HE SINH THAI / TOAN CANH QUANTUMSAFE ECOSYSTEM

Anytime, Anywhere

PQC trd thanh ndng luc xuyén sudt ha tang sé.

Cdc sé&n phdm dung chung 18p khéa, chiing thu, chinh sdch va bdng ching; mic sdn sang dugc qudn ly riéng.

Pay Danh tinh & quyén \. Chimng thu & vong d&i
(NN ; .
CheckID - TrustedID - SSO - Passkey —— CA clp - VA trang thdi - RA dang ky - TMS thiét bi

Khéa & tich hgp

Ky & téi liéu
Trusted Key - HSM - Provider - SDK GoPaperless - Trusted SIC - Agent

Thdi gian & chuyén phat Xdc minh & béo quan

Trusted TSA - Trusted Delivery Verifier - Trusted LTANS - Records
XUYEN SUOT Kiém ké mat mé - Chinh sdch - Giam sat - Thay thudt todn - Bdng chiing
Mobile-ID - Hé sinh thai QuantumsSafe - Danh muc ndng luc

Mobile-ID - Ha téng tin cdy sé hau lugng tir www.mobile-id.vn 06 /71


https://www.mobile-id.vn
https://quantumsafe.mobile-id.vn/vi/
https://www.mobile-id.vn

MOBILE-ID CHUYEN D3I / CHIEN LUGC QUANTUMSAFE ECOSYSTEM

Anytime, Anywhere

Chon dudng chuyén doi phi hdp véi bén nhan.

B&o toan nghiép vu hién tai trong khi b sung ndng luc mat méa mai.

O1
02 03

Ha tang hién hitu s o
Giai doan chuyén tiép s
Pham vi hGu lugng tu
Kiém ké khoéa, chiing thu, ing dung
va nai xdc minh. Gilr dudng kiém tra Chon composite, chii ky doc lap
hé sa cii. hod&c bdng chiing bé sung theo kha M3 vén hanh trén t6 hgp dé nghiém
ndng cdc bén. thu; gidm thudt todn cii theo chinh

sAch.

Composite & mdt cdu tric mat ma két hgp; hai chir ky doc 1dp hodc bdng chiing PQC bé sung la cdc phuang dn khdc.
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MOBILE-ID

Anytime, Anywhere

NANG LUC / PHAM VI QUANTUMSAFE ECOSYSTEM

Moi phan hé cé trang thdi va diéu kién mé dich vu.

Nguén céng b6 va thdong tin Mobile-ID dudc tdch khdi két qua nghiém thu cta du dn.

Ca s / miic sdn sang Diéu kién chdp nhan
EJBCA /HSM / Windows Nén tdng c6 tdi liéu héng Chét release, firmware, build va thudt todn
Trusted Key / Wrapper Mobile-ID xdc nhén; chét t6 hgp BOM, Card OS, applet, build va bd thi
Provider / .NET SDK Coéng b thi diém trén QuantumSafe Ma tréin API, dif liéu ky va 16i
CA/VA / Agent / hé so Thi diém / tich hdp theo du dn Cap-ky-xdc minh va vong d&i dat UAT
Dich vu / nén tdng mdi Thi diém hodc roadmap riéng TSA/SIC theo t6 hdp; macOS muc tiéu 2028

H6 sa chiing nhéan, néing luc PQC va khé néing tucng thich 1& ba pham vi dugc céng bé riéng.

QuantumSafe - Danh muc ndng luc EJBCA - Chuing thu composite Microsoft - Windows PQC
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MOBILE-ID

Anytime, Anywhere

NEN TANG / BAO DAM QUANTUMSAFE ECOSYSTEM

Ba hd s6 bdao dam. Ba pham vi dudc xdac dinh.

Hé théng quan ly an todn, mé-dun mét ma va thiét bi ky mdy chii cé hd soriéng.

¥ ISO/IEC FIPS 140-3 QSCD / SAM
Z 27001:2022 MosLED Level 3

s

@

Hé théng qudn ly an todn Module Trusted Key Token Ha tadng ky mdy chl theo h6 so

Chting nhan gdn ding chd thé, module va cdu hinh; néing luc PQC mdi can bdng chiing riéng.

NIST - HO s 5331 ISO - HS s Mobile-ID SAM/QSCD ‘- H6 sd Mobile-ID
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MOBILE-ID

Anytime, Anywhere

KIEN TRUC / TONG THE

Ba mién tin cdy. Hai tuyén xt ly déc lap.

Luéng cép chiing thu va luéng chuyén hé so ky dugc tach dé thdy ré trach nhiém.

NGUGI KY
CSR
Ung dung / Agent >
-~ Hésc-Yéucducdp <
Cert
Middleware /
dau doc

Trusted Key

Khéa ngudi ky

Chuyén ho s da ky

DICH VU TIN CAY

OO bangky / qudn tri
00 ChU thé - Thiét bi - Quyén
4

Z\ CA/VA-EJBCA

i
——— Chung thu - Dit liéu trang thai

v

Wrapper / Utimaco

Khéa CA dudc bdo vé tai HSM

EJBCA - Chiing thu composite Mobile-ID - Kién tric JavaCard Utimaco - Quantum Protect

Mobile-ID - Ha téng tin cdy sé hau lugng tir

QUANTUMSAFE ECOSYSTEM

Tracudu

BEN NHAN

Hé so dé ky
ASiC / CAdES

l

Xdac minh

Chubi - Trang thdi
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MOBILE-ID

Anytime, Anywhere

KIEN TRUC / BAO VE KHOA QUANTUMSAFE ECOSYSTEM

Khéa 8 ding ndi. Quyén st dung dugc phan dinh.

M6 -dun bdo méat phan ciing (HSM) bdo vé khda ha tang; Trusted Key bdo vé khéa ngudi ky cuc béd.

. Khéa cdp ching thu Khéa ky cuc bd . Khéa ky tir xa
Khéa dugc bdo vé

Khéa dugc bdo vé Khéa dugc bdo vé

Ndm tai HSM trong mién quan tri cia té N&m trong Trusted Key theo cdu hinh; Ndm & ha tang ky mdy chd theo thiét ké
chic chiing thuc; qudn ly bdng nghi thic dugc stir dung qua applet va phan mém rieng; kich hoat bdng quyén gdén giao
khéa va phén quyén. tich hap. dich.

Ung dung nhén két qud phép ky; khéa bi mat khéng di vaio goi hd sa. Log hd trg phdi loai bi mat.
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MOBILE-ID

Anytime, Anywhere

KIEN TRUC / COMPOSITE QUANTUMSAFE ECOSYSTEM

Composite xudt hién é ba Iép cdu hinh riéng.

Khéa chii thé, chirky CA va chirky hé so la cdc lua chon cén kiém tra doc 1ap.

L Khda chi thé Khéa céng khai trong chiing thu; khéa bi mdt tuong (ing dugc bdo vé tqi thiét

1 F bi.

.

Chirky cia CA CA ky chiing thu bdang khéa trong HSM; thudt todn dugc cdu hinh theo chubi tin
cqy.
Chirky ho so Ung dung tao chirky theo profile; b&n nhdn phdi hiéu thuat todn va dinh dang.

Chiing thu composite khéng tu lam cho CMS/CAdES, PDF/Office hodc moi bén nhdn hé trg PQC.

EJBCA - Chiing thu composite RFC 10073 - Composite ML-DSA Microsoft - .NET 10
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MOBILE-ID

Anytime, Anywhere

KIEN TRUC / CAP CHUNG THU QUANTUMSAFE ECOSYSTEM

EJBCA két néi HSM qua I18p tich hop ctia Mobile-ID.

Wrapper PKCS#11 dnh xa giao dién, cd ché mat mé va vong d&i phién trén céu hinh dugc chon.

111 .
—— Profile va yéu cau — Giao dién PKCS#11

Z\. EJBCA Wrapper Mobile-ID . Utimaco HSM
Khoa CA

Chinh sach cap Tich hgp mét ma Bdo vé khéa CA
EJBCA qudn ly profile, yéu céu cap va Wrapper diéu phéi object, mechanism, HSM thuc hién phép ky trong mién khéa
trang thdi chiing thu. session va két qud/I6i tir HSM. clia té chic chiing thuc.

Wrapper dugc Mobile-ID xdc nhan da xdy dung; pham vi cung cép gdn véi ban build va bdo cdo kiém thir du dn.

EJBCA - Chiing thu composite Utimaco - Quantum Protect Keyfactor - Utimaco
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MOBILE-ID

Anytime, Anywhere

PHAN HE / CHUNG THU VA TRANG THAI QUANTUMSAFE ECOSYSTEM

Cap dung chiing thu. Cung cép ding trang thai.

Hai dich vu phdi hgp nhung cé trdch nhiém riéng.

ﬁ Cdp chiing thu sé (CA) > Kiém tra trang thai (VA)

117 —

Nhan yéu cau dé duyét; cap, gia han va thu héi theo

profile. Dau ra gém ching thu, danh sdch thu héi va
nhat ky.

Cung cép dif liéu trang thdi va hoé trg chinh sdch xdc
minh. Kiém th phdn héi CRL/OCSP trén chubi va
thudt todn dd chon.

B& xdc minh hé sd két hdp trang thdi véi chudi tin cdy, thdi diém kiém tra va chinh sdch bén nhan.

EJBCA - Chiing thu composite RFC 10073 - Composite ML-DSA

Mobile-ID - Ha téng tin cdy sé hau lugng tir
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MOBILE-ID

Anytime, Anywhere

PHAN HE / QUAN TRI VONG D3I QUANTUMSAFE ECOSYSTEM

Gdn thiét bi v&i chh thé va quyén cdp chiing thu.

Qudn ly thiét bi (TMS) két néi dang ky/phé duyét (RA) trong mot chudi cé dau vét.

QUAN LY THIET BI VA DANG KY - MINH HOA ot Thiét bi

Nhap kho, c@p phat, kich hoat, thay

Cha thé Nguyén Minh An P& xdc lap thé va két thac st dung.
HS so HS-PQC-26001 Chés phé duyét o2 bangky
Xdc lap chi thé, quyén ky, muc dich
Thiét bj Trusted Key - serial mau Da lién két va phé duyétyéu cau.
, | o , oz Truy vét
Chung thu Composite - profile dy dn Chs cdp

Gdn ngudi nhan, serial, khéa va chiing
thu vai su kién vong ddi.

Giao dién minh hoa. Chiic néng va tich hop dudc chét theo pham vi du dn.

Mobile-ID - Hé sinh thai Mobile-ID - Kién truc JavaCard
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MOBILE-ID

Anytime, Anywhere

VONG D031 / CHUNG THU QUANTUMSAFE ECOSYSTEM

Moi thay doi cé chi thé, quyén duyét va bang chiing.

TU dang ky ban dau dén thu hdi hodc két thic sir dung.

—) bPdngky Sinh khéa —) Cap/kichhoat
=9 Xac minh chdi thé va quyén. s Rang budc khda, thiét bi va yéu cau. s 9 Gén chiing thu ding khéa.
v
St dung / gia han

. Thu hoi / két thic

Ghi ly do, thai diém va xU ly khéa.

N

Theo d&i han, quyén véa cdu hinh.

Mat token, d6i quyén hodc su cd kich hoat quy trinh khéa quyén, thu hdi va cdp lai theo chinh séch.
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MOBILE-ID

Anytime, Anywhere

VONG D3I/ CAP PHAT

QUANTUMSAFE ECOSYSTEM

Sinh khéa trong thiét bi, lién két chitng thu dung khéa.

Luéng uu tién cho ngudi ky cuc bd; té chiic phé duyét theo chinh sdch ddng ky.

:”I: /Q\ ﬁ

Trusted Key Pbang ky / phé CA / HSM

duyét
Applet sinh khéa; phan Kiém tra danh tinh, quyén EJBCA cép chiing thu theo
mém tao yéu cau cap va bdng chiing s& hitu profile; HSM béo vé khéa
ching thu (CSR). khda. CA.

Nghiém thu cd yéu cdu sai, gdn sai khéa va yéu cdu Idp; khéa bi mat ngusi ky khéng ndm trong hd s cdp phdt.

EJBCA - Chiing thu composite Mobile-ID - Kién tric JavaCard

Mobile-ID - Ha téng tin cdy sé hau lugng tir

i

4

Agent / thiét bi

Nhén chimg thu, lién két
ding khéa va ky thir dé
kiém tra.
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M—OBILE -ID TRUSTED KEY / BO GIAI PHAP QUANTUMSAFE ECOSYSTEM

Anytime, Anywhere

Trusted Key: bdo vé khéa, két ndi nghiép vu.

Thuong hiéu thiét bi théng nhat; dau doc, secure element va phan mém & cdc 18p cau thanh.

oo Bdo vé khéa

Sinh va stir dung khéa tai nén tdng bdo mét theo céu hinh dugc
TRUSTED xdc nhan.
KEY o2 K&t ndiiing dung

Dau doc, middleware v PQC Agent dua yéu céu ky dén ding
khoa.

Khéa dudc bdo vé - Ky theo quyén

03 Qudn tri vong dgi

Gdn thiét bi v&i chi thé, chiing thu, quyén va su kién s dung.
TRUSTED KEY

Minh hoa chiric ndng Trusted Key; khong mé té kiéu ddng céng nghiép, model hodc chiing nhan ctia cdu hinh méi.

AB Circle - CIR115B AB Circle - Datasheet Infineon - SLC27
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MOBILE-ID

Anytime, Anywhere

TRUSTED KEY / READER QUANTUMSAFE ECOSYSTEM

Trusted Key: I6p két noi tiéu chudn v3i may tinh.

AB Circle CIR115B |& thanh phan dau doc tham chiéu; khéng phai thuong hiéu dai dién cta gidi phdp.

Giao tiép ISO/IEC 7816; Class A/B/C; T=0/T=1
Trusted Key
Truyén dit liéu Extended APDU; CCID; PC/SC
K&t noi CIR115B-01: USB-A; CIR115B-02: USB-C theo diéu kién
hdng
Lién thong Kiém tra déng thdi driver, hé diéu hanh, thé v middleware

Thanh phan: AB Circle CIR115B
Anh tham chiéu da x{r 1y nén
CIR115B-01USB-A; -02 USB-C theo diéu kién hdng. Xudt x(t Japan chi xdc nhdn bdng CO ding model/1.

AB Circle - CIR115B AB Circle - Datasheet

Mobile-ID - Ha téng tin cdy sé hau lugng tir www.mobile-id.vn 19/71


https://www.abcircle.com/en/product/2/CIR115B/sim-sized-contact-smart-card-reader/
https://www.abcircle.com/download/54/Circle_CIR115B_Data_Sheet_v2.01.pdf
https://www.mobile-id.vn

MOBILE-ID TRUSTED KEY / SECURE ELEMENT QUANTUMSAFE ECOSYSTEM

Anytime, Anywhere

Trusted Key: nén tadng bdo vé khéa phan cing.

Thanh phén tham chiéu: Infineon SLC27, két hap Card OS, applet va giao dién mét mé phu hap.

oo Néntdng dudc céng bd
Trusted Key 9 quge cong

Infineon néu thu vién mat ma dugc chiing nhdn Common Criteria.

02 T6 hdp cdn xdc nhan
Mé chip, Card OS, giao dién mét ma, applet va bd tham sé phai khdp.

03  Bang ching tich hdp

Sinh khoéa, yéu cau chiing thu, ky mdu vé xdc minh chéo trén dung t6
haop.

Secure element

Thanh phan: Infineon SLC27
Minh hoa chtic ndng, khéng phdi dnh chip

Hinh cdu tric minh hoa. Xudt x(r Germany/Taiwan can chiing tir theo 16; chiing nhan thu vién khéng tu bao phd todan san phdm.

Infineon - SLC27 Mobile-ID - Kién tric JavaCard
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MOBILE-ID

Anytime, Anywhere

TRUSTED KEY / CAU TRUC QUANTUMSAFE ECOSYSTEM

Trusted Key: nam Iép tich hdp, mot ranh gidi khoa.

Mai I8p c6 giao dién, chinh sdch vé bdng chiing nghiém thu riéng.

UNG DUNG Agent - H6 s - Xdc minh
MIDDLEWARE KSP / PKCS#11 - Phién - Dirliéu ky
TRUYEN TAI Reader - PC/SC - APDU
APPLET MOBILE-ID Da6i tugng khéa - Quyén - Trang thai

Khéa dugc bdo vé
CARD OS + SILICON JavaCard / native PQC - SLC27 tCIl nen tqng phqn CU“Q-

Nd&ng luc thudt todn phu thudc silicon va Card OS; applet goi dich vu dugc nén tang cung cép.

Mobile-ID - Kién tric JavaCard Infineon - SLC27
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KY cuc BO / KIEN TRUC QUANTUMSAFE ECOSYSTEM

Ung dung diéu phai. Thiét bi thuc hién phép ky.

PQC Agent k&t néi hé so v8i khda ngudi dung trén Trusted Key.

Ung dung / Agent Goi ky Provider / SDK Phép ky Trusted Key
T R L EEE— . , s
Chon hé so va chung thu KSP hodc SDK/PKCS#11 Khoa dugc bao vé

L 2 - K&t qud vé (ing dung L 1-Chirky vé I18p tich hop

l

Péng goi ho so o
i Gai ho so .
CMS/CAdES / ASiC va bdng ching > Todn ven - Chudi - Trang thdi

Bén nhan xdc minh

Mau ludng tham chiéu; dir liéu dau vao phép ky va ca ché chia khéi phai khép profile dé chon.

Microsoft - Windows PQC Microsoft - .NET 10 Mobile-ID - Kién tric JavaCard
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WINDOWS / TICH HGP QUANTUMSAFE ECOSYSTEM

Tir APl mat méa dén hé sc co thé xdc minh.

Windows CNG I& nén tang mét ma; KSP 1&118p cung cdp khda; .NET va SDK xir ly logic ting dung.

.NET / Ung dung Hé diéu hanh
=~ Chuén bj dit liéu v& profile hé s Windows 11 24H2/25H2 v3&i ban cdp nhat phu hop; chdt OS build khi trién
khai.
|
l Khéa phén ciung
CNG /KSP SDK / PKCS#11 KSP ho&c SDK/PKCS#11 phdi tuong thich thudt todn, déi tugng khda va
hop déng API.

Tuyén provider

Tuyén tich hgp khéc

Hé so nghiép vu
Chon tuyén theo cdu hinh Mobile-ID bé sung profile CAdES, déng gdi ASiC va bdo cdo xdc minh.

API PQC native khéng tu chiimg minh hé trg composite hodic CAdES ddy d0; .NET hién dai khdc .NET Framework.

Microsoft - Windows PQC Microsoft - .NET 10 Microsoft - Tich hgp PQC
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WINDOWS / TRAINGHIEM

QUANTUMSAFE ECOSYSTEM

Mot diém thao tdc cho thiét bi, chitng thu va ho so.

Ngusi diing hiéu ré ndi dung v pham vi trudc khi xdc nhén st dung khéa.

PQC AGENT - GIAO DIEN MINH HOA

Ngusi ky Nguyé&n Minh An - HS-PQC-26001
Thiét bi Trusted Key - Dd nhan dién

Ching thu Composite - Profile du dn

Tailiéu Dadng ky dich vu.pdf

Xem pham vi ky va xdc nhdn sir dung khéa

Giao dién minh hoa - Nguyén Minh An - HS-PQC-26001. Chiic néing cung cdp theo bdn phdt hanh va cdu hinh dugc duyét.

Mobile-ID - Ha téng tin cdy sé hau lugng tir

01 Chuan bi

Thiét bi, ching thu va hé so.

02 - Xac nhén

Xem tailiéu, chon pham vi va nhdp
PIN.

03 -Hoan tat

DPoéng goi, tu kiém tra va xudt két
qua.
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MOBILE-ID HO SO / DONG GO QUANTUMSAFE ECOSYSTEM

Anytime, Anywhere

Giilr nguyén tai liéu, bé sung chubi bang chiing.

ASiC 1& g6i hé sa lién két tai liéu, chirky va bang chiing theo profile dugc chon.

2

Tailiéu géc Hop déng - Phu luc - Dir liéu nghiép vu M6t b6 ha\ sG
u kiém ching.

'5

Lién két dugc ky Manifest / tham chiéu theo profile

Chirky va chiing thu CMS/CAdES detached - Chuédi tin cdy

Bén nhdn kiém tra tai liéu, chirky va dit
liéu tin cdy bdang céng cu phu hgp.
B&ng chiing Timestamp - Trang thdi - Bdo cdo

Chon ASiC-S hodic ASiC-E theo s& d6i tugng va quy trinh; bdo cdo bé sung cén dudc rang budc néu yéu cdu bdo vé todn ven.

Mobile-ID - H6 sc ASiC ETSI- ASiC ETSI- CAdES
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Ba I8p ky thudt phuc vu mét két qua nghiép vu.

Tdch théng diép chirky, profile bdng chitng vé cdu truc déng goi.

CMS

Profile m& rong cho chit ky CMS va dit liéu xdc minh theo mic dugc chon.

CAdES

Container lién két tai liéu vai chit ky va bdng ching lién quan.

ASiC

Dung API CMS hodc container ASiC khéng tu tao chiing nhén tuén thi ETSI hay bdo ddm luu trit dai han.

ETSI - ASiC ETSI- CAdES Microsoft - Tich hgp PQC

Mobile-ID - Ha téng tin cdy sé hau lugng tir www.mobile-id.vn

Cau tric thdng diép chir ky: théng tin ngusi ky, thudc tinh va gid tri chirky.

HO SO / DINH DANG QUANTUMSAFE ECOSYSTEM
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HO SO / XAC MINH QUANTUMSAFE ECOSYSTEM

Bén nhén thay két qué va biét budc tiép theo.

Bdo cdo gdn két quéd tiing I8p véi cdu hinh, dif liéu kiém tra va budce xi ly tiép theo.

Két luan co can cu.

HS-PQC-26001 - Nguyé&n Minh An Hanh dong ro rang.

Profile: theo du dn - Thai diém kiém tra: ghi trong bdo cdo

Cau truc / tailiéu D diliéu kiém tra
Hop 1€
Chirky / thuat todn Dat theo profile mau
Khong hgp 1€
Chubi / trang thai Chua du dirliéu trang thai
Chua di co sé két ludn
Hanh déng tiép theo B& sung bding chiing rdi kiém tra lqi

Khéng hé trg cdu hinh

Giao dién va dir liéu minh hoa. K&t qua phdi kém thai diém, cdu hinh va dit liéu dé dung; thi€u bdng chiing khong tu déng nghia chir ky sai.
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Trdi nghiém thdng nhéat, khéa ky trong mién béo vé.

Trusted SIC diéu phéi trdi nghiém, quyén kich hoat va tuyén ky theo chinh sdch nha cung cap.

Trdi nghiém Trusted SIC
T Xem tai ligu - Xdc thyc - Phé duyét Yéu cdu Ung dung nghiép vu

Yéu cau / két qud

Q( Tin cay va kich hoat
Rang budc hash - Khoéa - Giao dich - Thai han

¥

Thuc thi ky dudc bdo vé

H6 s6 va bdng chiing

. ; Két qua
Két ndi nha cung cap -HSM / QSCD / SAM > ASiC - CAdES - TSA - VA

Hudng PQC trén Trusted SIC dudc cong bé 1a thi diém co kiém sodt; cung cdp theo bdn phdt hanh va té hop CA/HSM dé xdc nhan.

Trusted SIC - Ky tU xa

Mobile-ID - Ha téng tin cdy sé hau lugng tir www.mobile-id.vn
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KY TU XA / PHE DUYET QUANTUMSAFE ECOSYSTEM

Passkey gdn ngudi ky véi giao dich dugc duyét.

Ngudi diing xem hé sa, phé duyét giao dich; dich vu kiém tra quyén trudc khi goi khéa ky.

o , oo Xem va xdac nhén
XAC NHAN PHAM VI KY )
Hién thi dung tai liéu, muc dich, danh tinh va ngir canh giao dich.

Nguyén Minh An

Dadng ky dich vu.pdf - 01 tai liéu 02 Ca'p quyén kich hoat

Muc dich: dang ky dich , . . o 2 .- e , .
He dieh: dang oy dien vl Xdac minh Passkey; rang budéc quyén véi hash, ngudi ky, khoa, giao

Danh tinh ky: theo ching thu dd chon dich va thai han.

Giao dich: HS-PQC-26001 - Con 02:00
o3 Thuc thiky

Xem hé s6 - Phé duyét béing Passkey Dich vu ky kiém tra quyén, goi HSM/QSCD vé trd két qud cé ddu vét.

Dt liéu va giao dién minh hoa

Khéa Passkey khdc khéa ky tai liéu. Thuat todn cta Passkey khdng tu tré thanh PQC khi chir ky hé se dung PQC.

Trusted SIC - Ky tU xa
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DICH VU / DAU THOI GIAN QUANTUMSAFE ECOSYSTEM

B6 sung thdi gian tin cdy cho vong d&i ho so.

Dich vu ddu th&i gian (TSA) ky xdc nhdn trén déu vét dir liéu theo chinh sdch va nguén thdi gian dugc quadn tri.

TimeStampReq

—)] Ungdung Dich vu TSA
—J)  Tao yéucau/ nhdn token Nguén thsi gian - Khéa TSU/HSM
TimeStampResp / token
€
Token dugc tra vé ting dung
trudc khi chuyén hd so.
—) H sG va bdng chiing o Bén xdc minh
— Chuyén ho sd c6 bang chiing
— Dodng goi token theo profile > Token - Chudi - Trang thdi

TSA hdau lugng tir 1&d hudng thi diém; thuat todn ky, hash, chiing thu v bén xdc minh phai dudc kiém thir déng bd.

Trusted TSA - Tich hgp QuantumSafe - Ddu thdi gian
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DICH VU / CHUYEN PHAT

Moi su kién chuyén phat cé bang chitng ddi chiéu.

Trusted Delivery lién k&t danh tinh, ddu t6 chic, thdi gian va hd so giao nhan.

e

é
Tiép nhén Tao bang chung Chuyén giao
Rang budc ngusi gl vai Lién két giao dich, dau vét Ghi nhan su kién tai mién
ndi dung va quyén. ndi dung, ddu té chic va va Uing dung nhén.
thai gian.

Dé&n mién nhan, chuyén giao tng dung, da doc va chdp thudn 1& cdc su kién khdc nhau; PQC ma theo cdu hinh du dn.

Trusted Delivery - Bdng chiing

Mobile-ID - Ha téng tin cdy sé hau lugng tir

QUANTUMSAFE ECOSYSTEM

Bdo qudn

Luu bién nhdn, ching thu,
trang thdi va log theo
chinh sach.

www.mobile-id.vn 31/ 7


https://delivery.mobile-id.vn
https://www.mobile-id.vn

MOBILE-ID
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DICH VU / BAO QUAN QUANTUMSAFE ECOSYSTEM

Duy tri kha ndng kiém tra qua nhiéu vong dgi thuat toan.

Trusted LTANS va& Trusted Records 1 cdc diém tich hgp bdo qudn trong hé sinh thdi dé xudt.

—| Thuthap @ Kiém tra dinh ky @ Gia han bdng chiing —| Xudt vakiém chiing
i |
Tai liéu, chirky, ching thu, Theo doi chinh sdch, d6 mdi Tao lan bdo vé tiép theo Chuyén giao géi bdng chiing
trang thdi vé bdng chiing ditliéu va thay déi thudt trudc khi diéu kién tincdy suy  cunglich st xly.
thdgi gian. todn. gidm.

Ndng luc tich hgp va lich gia han duge chdt theo du dn. BS sung PQC khéng tu phuc héi bdng ching dé mdt do tin cdy.

Mobile-ID - Hé sinh thdi QuantumSafe - D&u thdi gian Mobile-ID - H6 s ASiC
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UNG DUNG / GOPAPERLESS QUANTUMSAFE ECOSYSTEM

Pua PQC vao hanh trinh tai liéu dang van hanh.

LS&p diéu phéi nghiép vu chon tuyén ky va sir dung dich vu tin céy diing chung.

GoPaperless Tuyén ky —] Ho6 sd hoan tat
—- Ngudi ky - Nghiép vu - Chinh sdch Agent hodc Trusted SIC — Xd&c minh - Chuyén phat - Luu trit
Chon chinh sach Diéu phai Hodan tat ho so
Nghiép vu xdc dinh ngugi ky, pham vi va Goi Agent cuc b6 hodc dich vu ky tu xa Déng goéi, xdc minh, chuyén phat va luu
mic bdng ching. qua giao dién tich hop. trir theo chinh sach.

M6 hinh tich hop dé xudt; khéng mdc dinh todn bo tinh néing hién hitu clia GoPaperless da dung PQC.
Mobile-ID - Hé sinh thai Trusted SIC - Ky tU xa
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HE SINH THAI / M3 RONG

QUANTUMSAFE ECOSYSTEM

Uu tién dich vu gan nghiép vu, mé réng theo riiro.

Mot I8p mat ma dung chung hd trg nhiéu ting dung sau khi dugc kiém thi.

P

| | T
Danh tinh va quyén Giao dich va thiét bi
CheckID / TrustedID / SSO hé trg dau Billing / Pay / ThingID 1& diém tich hgp ho
vao dang ky va kich hoat ky; danh tinh sd, théng diép va danh tinh thiét bj theo
khdéng thay thé chirky. du én.

QKD v& Web3 I hudng nghién cliu/déi tdc theo nhu cau; khéng thudc pham vi ky sé c6t 16i mdc dinh.

Mobile-ID - Hé sinh thai QuantumsSafe - Danh muc ndng luc

Mobile-ID - Ha téng tin cdy sé hau lugng tir

e

Mé phdn mém va kénh
truyén

Ky ma/firmware, bdo vé APl va kénh
truyén la cdc ludng chuyén déiriéng.
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MOBILE-ID CHIEN LUGC / BEN 2029 QUANTUMSAFE ECOSYSTEM

Anytime, Anywhere

Tl tuyén ky ddau tién dén ha tang chuyén déi mat ma.

Dinh hudng phdt trién dé xudt clia Mobile-ID; mdi méc mdé theo nguédn luc, tiéu chudn va nghiém thu.

CudI 2026 2027 p0os

~ ﬁ ﬁ o

Nén méng

Tuyén ol Lién thong

Nhan réng

Kiém ké - Profile - Thiét bi -

Sandbox Cap-ky-xdac minh -

Windows : Pilot macOS - Dich vu tincay -

Ung dung Theo nganh - Quan tri thay

mat ma

macOS 2028 l&d muc tiéu Mobile-ID. Roadmap khéng phdi cam két phdat hanh clia Apple hay cam két hodan tat PQC todn hé sinh thai.
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CHIEN LUGC / LO TRINH PHAN HE QUANTUMSAFE ECOSYSTEM

Cdc phan hé cung 16 trinh, cé cong md riéng.

Dinh hudng Mobile-ID: chir ky/chimng thu, kénh truyén va béng chimng cé phu thudéc khdc nhau.

2026 2027 2028 2029
CA /VA /qudn tri Profile / thiét ké Tuyén 16i / UAT Lién théng Nhan réng
Trusted Key / Agent Cau hinh thir Windows / pilot Ung dung mdi Quadn tri thay déi
Ky tir xa / Passkey Chon pham vi Thi diém M4 theo t6 hdp M4 theo ngainh
TSA / Delivery / LTANS Policy / méu TSA thi diém Delivery / luu giir Gia han / van hanh
GoPaperless / PDF / Office Chon nghiép vu ASiC / CAdES Adapter c6 diéu kién M4 theo tuong thich
macOS / kénh truyén Kiém ké / khao sat Thiét ké tuyén macOS muc tiéu M4 theo nghiém thu

Méc la muc tiéu theo du dn. PDF/Office, macOS va dich vu mai chi mé sau kiém thir tusng thich; xem phu luc phu thuéc.
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THUC THI / SAU THANG

M4t pham vi pilot, nhiéu phén hé cung tién dé.

K& hoach muc tiéu bat dau sau khi théng nhét dau vao, thiét bi va quyén st dung.

M1 M2 M3 M4

Thiét ké / profile / cau hinh _

CA /HSM / Wrapper _—

VA / TMS / déing ky ]
Windows / PQC Agent _—

QUANTUMSAFE ECOSYSTEM

M5 M6

CAdES / ASiC / xdc minh __

Pilot / ddo tao / ban giao

M2: tich hdp CA/HSM sG bd - M3: hodn tdt 16i CA/HSM - M4 -M5: kiém thir lién thong - M6: nghiém thu pilot

Mobile-ID - Ha téng tin cdy sé hau lugng tir
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THUC THI / CONG NGHIEM THU QUANTUMSAFE ECOSYSTEM

Sdu méc théng nhat giira thiét ké, tich hdp va van hanh.

K&t qud s bd va két qud nghiém thu dudc nhén dién riéng.

Diéu kién chuyén budc

M1/ Thiét ké Kién tric, cau hinh, profile, phén céng Hai bén duyét pham vi va ké hoach

M2 / Tich hgp so bd CA/HSM/Wrapper cdp chiing thu méu Chay méau véa ghi nhan khodng tréng
M3 / Léi tin cay Hodn tat CA/HSM; tich hgp VA va TMS/RA Chudi, thu héi, quyén vé vong ddi ding
M4 / Tuyén Windows Agent, thiét bi va enrollment dugc kiém thi Dirliéu ky v& phién thiét bi 6n dinh

M5 / H6 so toan trinh CAdES/ASIC, xdc minh, 16i v& phuc héi Lién théng ding trén bo thir dugc duyét
M6 / Pilot / ban giao UAT, ddo tao, runbook, van hanh thir Chu tri phé duyét theo pham vi

Lich thuong mai dudc chét sau khdo sdt; dich vu mé rong va macOS cé céng riéng.
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THUC THI / MO HINH VAN HANH QUANTUMSAFE ECOSYSTEM

~

Chon nai van hanh theo quyén kiém sodt va dir liéu.

Kién tric cé thé t6 chiic theo méi trudng cla tiing don vi.

GC—) — —

I - )

GC—) C— C—)

Tai ha tang té chirc Ddm may riéng Mdi trudng cd lap

T8 chitc quan ly CA/HSM, dir liéu va mién Phdn vung mang, khoéa, tenant va dich Phan phéi trust anchor, danh séch thu
vén hanh theo phan quyén. vu; théng nhat ranh gidi trach nhiém. hoi va goi céip nhat theo chinh séch.

Chét dit liéu di ra ngoadi, dich vu online va cdch xUr ly khi thiéu két néi trudc khi thiét ké chi tiét.
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THUC THI / VAN HANH

QUANTUMSAFE ECOSYSTEM

Quan ly cdu hinh cling bang chitng va khéa néng phuc héi.

DPua chuyén d&i mat mé vao quy trinh van hanh thudng xuyén.

2

Kiém ké

iii

Theo dbi thiét bi, applet, khda, ching thu, provider vé
profile clia tiing tuyén.

Thay doi

Goi cdp nhat dugc ky s6, kiém thir hdi quy va rollback
c6 chinh sdch.

-
EPE—

R

Gidam sat

Hét han, thu héi, 16i ky va support bundle khéng chira bi
mat.

Phuc hoi

Sao luu khéa CA theo chinh sdch, khéi phuc céu hinh va
dién tap su cé.

Chét mirc dich vu, muc tiéu khéi phuc va quyén quan tri trong hgp déng; khdng mdc dinh sao luu/xudt khéa ngudi dung tir token.

Mobile-ID - Ha téng tin cdy sé hau lugng tir
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THUC THI / CHAP NHAN

QUANTUMSAFE ECOSYSTEM

Nghiém thu ca két qua ding va tinh hudng sai.

M&i ca thlr cé cdau hinh, dif liéu, két qué ky vong va ngudi phé duyét.

Nhom kiém thi

Tinh huéng

Badng chimng

Pang ky / cap chiing thu

Composite / ho so

Chiing thu / thgi gian

Thiét bi / phuc hoi

Remote / Passkey néu
chon

Plng/sai CSR, s3 hitu khda, gdn sai thiét bj

Sai thanh phan, sai OID, d&i/xda tai liéu

Hét han, thu héi, thiéu trang thdi, chain khéng tin

Sai PIN, rut token, timeout, cdp nhdt/rollback

Replay, sai giao dich, quyén hét han

Yéu cdu, ching thu va trace

Mau 16i vé bdo cdo ting I8p

Chinh sdch va dirliéu da dung

Log dd loc va bién ban

K&t qud kiém tra va dau vét

K&t qud benchmark dugc céng bé theo cau hinh va phuong phdp do; khéng dua chi tiéu chua do thanh cam két.
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GIA TRI / THEO TO CHUC

M4t tuyén tham chiéu, ba cach tao gia tr

Chon pham vi nhé c6 khd ndng chiing minh trudc khi nhén réng.

P
| | T

T6 chirc chitng thuc Khdi co yéu / quanly

Mién tin cdy, chinh sdch va kién truc
kiém sodt khdéa. Dau ra: ho so dé xem xét
ddnh gid theo yéu cau.

Mot issuing CA, tdp profile, model token
va tuyén ky. Paura: vong ddi, hé sc va
khd ndng lién thong.

Chu nghiép vu quyét dinh diéu kién chdp nhén va luu giii; tailiéu khéng xdc [ap phé duyét clia cd quan nha nudc.

Mobile-ID - Ha téng tin cdy sé hau lugng tir

QUANTUMSAFE ECOSYSTEM

e

Doanh nghiép / cc quan

Mét bd hé sc nghiép vu tich hap vao quy
trinh hién hitu. Dau ra: thao tdac ky va khé
ndng tra sodt ro.
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HOP TAC / CHI PHI QUANTUMSAFE ECOSYSTEM

Dau tu theo pham vi, duy tri theo murc st dung.

Bdo gid sau khi chét cdu hinh, quy mé va mé hinh van hanh.

Pan vi xac dinh quy mo

Ha tang CA/license, HSM, du phong, méi trudng CA, site, phdn vung va tai

Thiét bi Trusted Key, reader, du phdng va cap phat Ngug&i dung / thiét bi

Phan mém Wrapper, provider, Agent, SDK va verifier Méi trudng / ing dung / quyén dung
Trién khai / dao tao Khdo sdt, tich hgp, kiém thir va chuyén giao Pham vi v& dau ra nghiém thu

Duy tri Hb trg, cdp nhat, van hanh va bdng ching Murc dich vu, thai han, dung lugng

Khong dp dung don gid hodic chi tiéu sdn lugng mdc dinh trong proposal nay.
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HOP TAC / LUA CHON QUANTUMSAFE ECOSYSTEM

Chon pham vi hop tac theo dau ra can dat.

Ba mic tiép can; th&i gian, quyén st dung va hé trg dugc chdt trong hgp déng.

Mirc hgp tdac Pham vi va daura Diéu kién / chua bao gém

Danh gia / trai nghiém Chon nghiép vu; demo; phucang an va pham vi pilot Dif liéu thir, c@u hinh va lich dugc théng nhat

Pilot khodng sdu thdang Tuyén cép-ky-xdc minh; qudn tri; bé bdng chiing UAT License, thiét bi va nhan su; chua md moi dich vu

Trién khai / m& réng Méi trudng van hanh; ddo tao; dich vu m3 réng theo pham  SLA, quy md va quyén mé nguén thda thudn riéng
vi

Khéng cé don gid mdc dinh. Ha tang, ban quyén bén thi ba va ddnh gid doc lap chi bao gém khi hgp déng quy dinh.
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HOP TAC / CHUYEN GIAO QUANTUMSAFE ECOSYSTEM

Bdan giao ndng luc cé thé tiép nhan va van hanh.

Phan mém, cdu hinh, tai liéu va bdng chiing dugc t8 chiic thanh mét bo théng nhat.

oo Thiétké

Kién truc, profile, signing contract, phén quyén va ma trdn céu hinh.

02 Phan mém va mau

B6 cdi, SDK/API, Wrapper v méu CSR/chiing thu/hé sc theo quyén dugc cdp.

o3 Van hanh
Thiét ké + Phan mém

- Bt el wem lenl Kiém thi, phuong phdp do, huéng dén su ¢, ddo tao va chinh sdch hé trg.

Quyén s8 hitu, quyén s dung, mé nguén va tai nguyén bén thir ba dudc thda thudn riéng.
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BUGC TIEP THEO / TRAINGHIEM QUANTUMSAFE ECOSYSTEM

Trdi nghiém Trusted Key trén mdt hod so xuyén suét.

Theo xdc nhéan Mobile-ID: cé sandbox, thiét bi va ddi ky thuat hé trg; lich va cdu hinh cén théng nhat.

ot Nguén luc

Sandbox, thiét bi va doi k¥ thuéit theo xdc nhén Mobile-ID.

TRUSTED
KEY

o2 Can céu hinh truéc
Nghiép vu, profile, thiét bi, bd dif liéu va lich demo.

Khéa dudc bdo vé - Ky theo quyén

03 Trdinghiém / daura

Cap-ky-xdc minh; mau chiing thu, hd s va bdo cdo theo pham vi.
Minh hoa chic ndng Trusted Key

Pham vi, cdu hinh va két qua dugce ghi trong bién ban demo/pilot. Giao dién minh hoa khéng thay bdng chiing nghiém thu.
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MOBILE-ID / LIEN HE

QUANTUMSAFE ECOSYSTEM

Trao d6i kién triuc. Trdi nghiém Trusted Key.

Xdc dinh nghiép vu uu tién va k& hoach chuyén déi PQC phu hgp t6 chirc.

(4

Trao doi kién tric.
Tradi nghiém sandbox.
Chuyén do6i c6 kiém chiing.

T8 chic - Nghiép vu - Quy mé - Méi trudng
B&n ddu vao cho bubi lam viéc dau tién.

Mobile-ID - Hé sinh thai

Mobile-ID - Ha téng tin cdy sé hau lugng tir

Website

www.mobile-id.vn

Gidi phdp
quantumsafe.mobile-id.vn

Email

info@mobile-id.vn

bién thoai

1900 6884 - +84 28 3622 2982

K&t néi ddi Mobile-ID
Trusted Key - QuantumSafe Ecosystem
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PHU LUC / PROFILE COMPOSITE QUANTUMSAFE ECOSYSTEM

Chét t6 hap mat ma, dinh dang va chinh sach kiém tra.

Profile 1& cau hinh dugc quan ly; khéng mé moi thudt todn cung lic.

Thanh phan Quyét dinh can chét

Thudt todn T6 hgp ML-DSA va thudt todn truyén théng Danh muc, tham s& va bdng chiing an todn
Pinh dang Dinh danh thudt todn (OID), public key, encoding Mau DER/PEM va b thir

Chung thu Key Usage, EKU, thGi han va policy identifier Profile chiing thu vé& chli thé

Phép ky Message/prehash/context/signed attributes Hop déng dit liéu ky

Xdc minh Dung cdu tric, thanh phan va trust policy Bdo cdo lién théng, sai cau hinh bi tir chéi

RFC 10073 |a Proposed Standard vé Composite ML-DSA cho X.509 PKI; mdi ting dung vén cdan kiém tra trién khai.

EJBCA - Chiing thu composite RFC 10073 - Composite ML-DSA Microsoft - .NET 10
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PHU LUC / DU LIEU KY

Moi I8p phai hiéu diing d6i tudng dudc ky.

Ap dung cho KSP, PKCS#11, applet va bd tao CMS/CAdES.

Quyét dinh can kiém tra

QUANTUMSAFE ECOSYSTEM

Ky gi?

API nhan gi?

LSp nao xuly?

Md hda thé nao?

Chiing minh ding?

Tailiéu, manifest hodc DER signed attributes theo profile

Message, prehash hodc gid tri chuyén biét dugc hé trg

Bdm, context, domain separation va k&t hap chirky

OID, Algorithmldentifier, encoding, thi tu thanh phan

Test vectors, kiém tra chéo va ti chdi profile khéng khdp

Loai bd b&m hai lan, sai context, sai draft va xdc minh thiéu thanh phan composite.

RFC 10073 - Composite ML-DSA Microsoft - .NET 10

Mobile-ID - Ha téng tin cdy sé hau lugng tir

Microsoft - Tich hgp PQC
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PHU LUC / DO TIN CAY THIET BI QUANTUMSAFE ECOSYSTEM

Truyén dirliéu 16n vé&i trang thai phién ré rang.

APDU & don vilénh/phan héi gitta mdy tinh va thé; gidi han theo t6 hdp thuc té.

Khéi 01 > Khéi02 > Khéi03 > Khéi04 Applet / Card OS
Chia / rap khoi Phién / phuc hoi B6 nhé / toc dd
Chét kich thudc, thir tu, dé dai; phdt RUt thé, timeout va hiy ky két thic vé Do buffer, d6i tugng bén vimng/tam thsi,
hién thiéu hodc I&p dirliéu. trang thdi xdc dinh. s6 lugt trao d6i va thdi gian.

Kiém thir dif liéu bién, 16i gitra phién, reader va tdi Idp trén dung cdu hinh; khéng tdi st dung phién 16i.

Mobile-ID - Kién tric JavaCard
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PHU LUC / TRACH NHIEM CAC LGP QUANTUMSAFE ECOSYSTEM

Card OS, applet va middleware c6 nhiém vu riéng.

Nd&ng luc native dugc nén tdng cung cdp; Uing dung s dung qua I8p tich hap.

Card OS / silicon Applet Mobile-ID Middleware

Mat méa va nguén ngdu Dinh danh khéa, thudt todn va quyén Anh xa KSP / PKCS#11

nhién

Luu khéa va déi tugng PIN, phién va Iénh nghiép vu Phién ngudi dung, retry va thong bdo
Gidi han bd nhé/API Quan ly khe khéa, goi dich vu OS Chia khéi, truyén va rap APDU
Tukiém tra / bdo vé nén Mé 16i va trang thdi két thic Log hd trg khéng chira bi mat

Applet khéng tu bé sung thudit todn native khi Card OS thiéu giao dién can thiét.

Mobile-ID - Kién tric JavaCard
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PHU LUC / CHUOI TIN CAY QUANTUMSAFE ECOSYSTEM

Padnh gid ca chuoi, khong chi ching thu ngudi ky.

Chinh séch géc tin cdy quyét dinh cdch bén nhdn chép nhén ho so.

. Root CA o Root /lIssuing CA

Gdc tin cay Chon hierarchy, thudt todn, th&i han va vung thi/van hanh.

—] Issuing CA o2 Trang thai
9 Ching thuca Kiém tra CRL/OCSP, chirky phdn hdi v dé mdi dif liéu.
v
Lo g3 03 A A
—] Ngugidung Bén nhan
=3 Chiing thu ngudi ky Phan phéi trust anchor; xdc dinh private trust va pham vi st dung.

Xdc minh dugc trén modt moi trudng khéng tu tao public trust hodc su chdp nhén cho moi nghiép vu.

EJBCA - Chiing thu composite RFC 10073 - Composite ML-DSA
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PHU LUC / TUOGNG THICH QUANTUMSAFE ECOSYSTEM

Cong bd ho trd theo t6 hdp da dudc kiém thdr.

NET 10: API chir ky PQC experimental; composite tai GA dua draft 8, cén kiém tra véi RFC 10073.

Diéu kién can chot Cdng coéng bo
Windows / .NET OS build, KB, provider, package, profile Ky-xdc minh va 16i trén t6 hap
CMS/CAdES / ASiC OID, encoding, container va policy B& mau dung/sai, verifier déc lap
Adobe PDF Adapter, signature profile, version va bén nhdn Bdo cdo tuong thich trudc cong bd
Microsoft Office Ung dung, dinh dang va bd xdc minh Bdo cdo tuong thich trudc cong bd
macOS CryptoTokenKit/SDK, cdi ddt va iing dung Roadmap 2028; céng phdt hanh riéng

Adobe/Office & hudng chudn bi maé rong; khéng ha cdp ngdm sang chir ky truyén théng khi PQC chua hé trg.

Microsoft - Windows PQC Microsoft - .NET 10 Apple - CryptoTokenKit
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PHU LUC / CAU HINH VA XUAT XU QUANTUMSAFE ECOSYSTEM

Ghi ding model, ban build va 16 hang.

Théng tin thuong hiéu, nai ché tao wafer, dédng gdi va xudt x& hang héa dugc phan biét.

H6 so can chat Diéu kién
Déau doc trong Trusted AB Circle CIR115B-01/02, revision, serial, CO Japan: can chiing tir diing model/16
Key
Secure element trong Infineon SLC27; ma linh kién, lot, CO/COQ Germany/Taiwan: can ching tir

Trusted Key

Card OS / applet Nhd cung céap, API, version, checksum Dlng t6 hdp dé xdc nhan
Backend / mdy ngugi EJBCA, HSM, Wrapper, OS, .NET, KSP Manifest cdu hinh va kiém thit lién théng
dung

Cdc chiing tir xudt xr va cdu hinh duge xdc nhéin trong hd sé mua sdm/trién khai; khdng suy tir tru s& nha cung cdp.

AB Circle - CIR115B AB Circle - Datasheet Infineon - SLC27
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l\° I 4

Do trén cdu hinh that, bdo cdo cé thé tai lap.

Thai gian nhép PIN va x{ ly k¥ thuét dugc tdch khi can ddnh gid.

Phuong phap Cdach bdo cdao
Sinh khéa / cdp chiingthuy  Tdch thdi gian token, CSR, RA v CA Trung vi/P95; s6 lén va cdu hinh
Ky toan trinh Theo kich thudc file, profile va tuyén ky D6 tré; loqi trir/thé hién thdi gian ngudi diing
Xdc minh Cold/warm cache; trang thdi online v& chudi Do tré, ty 18 16i va dir liéu
Dung lugng Public key, chuing thu, chirky va ASiC Byte, chi phi truyén/luu tri
Tadi / 6n dinh Dong thdi, IGp, timeout va phuc hoi Théng ludng, béo hda va 16i

Ghireader, chip/OS, applet, CPU, Windows, .NET, provider, mang va b6 dit liéu; khong cé benchmark thuong mai mdc dinh.
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PHU LUC / PHAN CONG QUANTUMSAFE ECOSYSTEM

R6 chi tri, ré quyén duyét va trach nhiém ho trg.

Phan céng dé xudat dugc chét trong pham vi du dn.

Té6 chiic /CA Mobile-1D Héng / ddnh gid
Chinh sdch / trust Ch tri va phé duyét Tu van kién trac Tham van theo scope
CA/HSM/Wrapper Quan trj v& phdi hop Tich hgp theo hgp déng Hb trg nén tang
Thiét bi / middleware Cap phdt, qudn tri ngusi dung Cung cdp va tich hap Chip/Card OS theo cdau hinh
Ung dung / hé sa Chu nghiép vu va dit liéu Agent, SDK, verifier Déi tdc Ung dung
Nghiém thu / van hanh Phé duyét va véin hanh Thuc hién, stra 16i, ddo tao Doc lap néu yéu céu
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PHU LUC / CHUNG NHAN QUANTUMSAFE ECOSYSTEM

ISO/IEC 27001:2022 cho hé théng quan ly an toan.

SIS3512241008 - Mobile-ID Technologies And Services Joint Stock Company.

/.

This Certificate has been awarded to We Do Nat Sell, We Cerfy!

MOBILE-ID TECHNOLOGIES AND SERVICES JOINT Hé théng qudn ly an todn thdng tin theo ndi dung in trén ching chi.

Head Office: 1/11/74+ Day

oo Phamvi

d, Binh Thanh District,

Representative Office:

Ward 13, Bi ct, Ho Chi Mi

In of the s
which complies with

ISO/IEC 27001:2022

Information: Securii(t)}'r‘, ;:eycbuerrist;c‘u’my :nd Privsa;gr( Z:lc;tection — 02 T h 6 i h g N i N
Cap 05/12/2024; hét han 04/12/2027.

Blockchain Services Infrastructure, Remote Signing, Time-Stamping Authority,
PKI tokens, eID cards and ePassport certificates.
SoA Deatails : SOA.01, Version: V.02, Dated: 01/10/2024

Certificate Number: SIS3512241008

Date of Initial Registration: 05.12.2024

o N on 2
Expiry Date: 04.12.2027
L] L]

a ﬁiremr

Dai chiéu tinh trang duy tri véi t& chiic cdp khi dung cho quyét dinh. Bay khong
phai chiing nhdn thudt todn PQC.

73 CERTIFICATE OF REGISTRATION

IY\VCCREDITED

ISO - H6 sa Mobile-ID
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PHU LUC / CHUNG NHAN QUANTUMSAFE ECOSYSTEM

Trusted Key Token: FIPS 140-3 Level 3.

H6 so NIST CMVP sé 5331 véa Security Policy xdc dinh ranh gidi dugc tham dinh.

MOBILE-ID s

Anytime, Anywhere

ot Module
Trusted Key Token Cryptographic Module; Overall Level 3.

MOBILE-ID
Anytime, Anywhere ,
” A Y
Trusted Key Token Cryptographic Module 02 CCI u h I n h

Part No: Trusted-Key
Firmware Version No: V1.3.02

Part No. Trusted-Key; firmware V1.3.02 theo Security Policy V1.1.

FIPS 140-3 Non-Proprietary Security Policy

FIPS Security Level: 3
Document Version: V1.1
Date: April 1%, 2026

o3  Gidi han

Khong tu dp dung #5331 cho SLC27, ML-DSA hodc composite mai. Hinh la trang
dau Security Policy, khédng phdi dnh ching chi NIST.

ID™). All rights reserve
be distributed, pa

I have
er party arising from the use or publication of the material contained

Ho Chi Minh - 2026

NIST - H6 s 5331 NIST - Security Policy
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PHU LUC / CHUNG NHAN

QUANTUMSAFE ECOSYSTEM

Thiét bi ky mdy chi: hé s QSCD va mirc danh gid.

Theo hé s6 Mobile-ID cong bé: TAYLLORCOX PCEB 26/04/09; d6i tugng va céu hinh phdi dugc déi chiéu.

tayllorcox.com
ensure your certification
Certificate

Certification body TAYLLORCOX PCEB
establis

Mobile-ID Technologies And Services
Joint Stock Company

1/11/74 Dang Thuy Tram Strest, Binh Lo Trung Ward, Ho Ghi Miinh Gity, Viet Nam

Trusted Hub Service Provider Appliance
QSCD

is in accordance with:

€IDAS Col
ALC_FLR.3;
15408 (Cor

rds EAL 4+ augmented (AVA_VAN.5,
18, EN 419241-2:2019 and ISO/IEC
1 Revision 5

of the cerrificate: Prague, 2026-04-09

SAM/QSCD - H6 s6 Mobile-ID

Mobile-ID - Ha téng tin cdy sé hau lugng tir

Cerificate No.: PCEB 26/04/09

established by TAYLLORCOX s.ro. auditi ing, inspection and tgsting institute hereby awards this

o1

02

03

Muc danh gia
EAL4+ augmented AVA_VAN.5 va ALC_FLR.3; Security Target 1.2.260313.

Cdu hinh / th&i han in
CryptoServer CP5 Se52/Se500/Se1500 PCle; 09/04/2026-08/04/2028.

Diéu kién st dung

Dai chiéu duy tri véi t6 chirc cép; khdng suy réng sang cdu hinh PQC mdi hodic tu
cdch EU QTSP.
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PHU LUC / MG RONG NEN TANG QUANTUMSAFE ECOSYSTEM

macOS 2028: ding chung 16i, phat trién I8p tich hop.

Muc tiéu phdt trién Mobile-ID theo khé néng API vai (ing dung dich.

oo Loidung chung

2 o 2 8 Profile, vong dd&i, applet, dinh dang hé s6 va bd xdc minh.

02 Tich hdp macOS
Khdo sat CryptoTokenKit, Keychain, PKCS#11/SDK va khd ndng thudt todn.

macOS

03 Céng phat hanh
Muc tiéu phdt trién

; B6 cai signed/notarized, enroliment, ky-xdc minh va ma trdn phién ban.
theo cong nghiém thu

Khéng phdi cam két hé trg PQC ctia Apple; néu API native chua phi hdp, ddnh gid tuyén SDK dudc kiém thirriéng.

Apple - CryptoTokenKit
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PHU LUC / PHAN HE BACKEND QUANTUMSAFE ECOSYSTEM

Chirc néing di cung ndi chay va quyén van hanh.

Danh muc tham chiéu dugc chét trong thiét ké va hop déng.

Ngi chay / chi quén Giao dién / daura Nghiém thu
CA/RA/VA Backend PKI / t6 chic ching thuc Enrollment, cert, CRL/OCSP, audit Profile, quyén va vong ddi
HSM / Wrapper Viung mdt ma / CA va Mobile-ID PKCS#11; yéu cau / chirky/16i Vectors, session, HA/DR
TMS / quan tri Backend t6 chic / chii tai sdn Agent/API; cép phdat, dinh danh, quyén Mét/thay thiét bi, trace
TSA / bdo qudn Dich vu chon / dan vi v@n hanh Timestamp, gdi bdng ching, luu gii Trust, thdi gian va phuc hoi

Cdc phan hé dugc cung cdp theo cdu hinh va pham vi; tich hdp TSA/bdo qudn cé céng riéng.
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PHU LUC / THIET BI VA HO SO QUANTUMSAFE ECOSYSTEM

Cdc phan hé dung chung chinh sdch nhung cé tiéu chi chdp nhan riéng.

Ngi chay / chi quén Nghiém thu
Trusted Key Thiét bi / ngudi dung va t6 chirc APDU, PIN / public key/chirky KeyGen/Sign, PIN, buffer,
phién
PQC Agent Windows / dan vi st dung Ho sa, cert / yéu cau ky/goi két qud Cai, cap nhat, 16i va rollback
Pinh dang / verifier Ung dung/backend / chl nghiép Tailiéu, cert / ASIC/CAdES/bdo cdo Todn ven, chain, trang thdai,
vu thiéu dir liéu
Gidm sat / audit Control plane / t8 chiic Sukién /log/cdnh bdo/bdo cdo Quyén, thdi gian, luu gitr; khdng
bi mat
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PHU LUC / TRANG THAI M3 RONG QUANTUMSAFE ECOSYSTEM

Hién hiru, tich hép véa roadmap dudgc cdng bo riéng.

Danh muc sé&n phdm la ca s dinh hudng; néing luc PQC dudc nghiém thu theo tiing module.

Nhém sén phdm Vai tro mé rong PQC Trang thdi dé xudt

GoPaperless / Sign / Diéu phdi ky va chinh sdch hé so Tich hgp du dn; Trusted SIC PQC thi diém
Trusted Hub

Trusted TSA /LTANS / Thdi gian, gia han va luu béng ching TSA PQC thi diém; bdo qudn theo scope
Records

Trusted Delivery Ddu t6 chiic, bién nhan va bdng ching M3 réng theo céu hinh va hé so dich vu
CheckID / TrustedID / Danh tinh, xdc thuc va quyén kich hoat Tich hgp déu vao; khéng mdc dinh PQC
FIDO2

Billing / Pay / ThingID Théng diép, ching tir, danh tinh thiét bi Hudng ma rong theo nghiép vu

Khéng dung dif liéu demo, gidy phép méu hodc tén ddi tdc minh hoa trén website nhu bding chiing production.

Mobile-ID - Hé sinh thai QuantumsSafe - Danh muc ndng luc Trusted SIC - Ky tU xa
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PHU LUC / PHU THUOC ROADMAP QUANTUMSAFE ECOSYSTEM

M& tiing méc khi diéu kién ky thuét va véan hanh du.

Dinh hudng phdi chuyén thanh pham vi, chd tri va bdng chiing cu thé.

Ch tri dé xudt Phu thuéc / céng
Cudi 2026 / nén méng Mobile-ID + kién truc t6 chiic Inventory, BOM, profile; mdu chay tham chiéu
2027 / tuyén 16i va pilot CA + Mobile-ID + chl iing dung License, thiét bi, build; UAT theo cdau hinh
2028 /lienthongmdrdng  Mobile-ID + don vi dich vu + déi téc API/iing dung, trust, bdng chiing; céng riéng
2029 / nhén réng qudn tri Chu chuadng trinh + van hanh Tai, hé trg, thay thudt todn, bdo cdo va DR

Chir ky/chting thu, kénh truyén va bdng chiing cé thé tién khdc nhau; khong é@n dinh ngdy ding thudt todn cii khi chua phé duyét.
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PHU LUC / TIEU CHUAN QUANTUMSAFE ECOSYSTEM

Tiéu chuan dinh hudng thiét ké va cach kiém tra.

Phén biét ddc td, kiém thr pht hdp, thdm dinh module va chép nhén nghiép vu.

Tham chiéu Pham vi Diéu kién dp dung

RFC 10073 Composite ML-DSA cho X.509 PKI Chét OID, encoding vé trién khai
NIST FIPS 203 /204 / ML-KEM /ML-DSA / SLH-DSA Phan biét thiét |ap khda va chii ky
205

ETSIEN 319 122-1 Cau truc/profile CAJES Chon ban va mirc profile

ETSIEN 319 162-1 Container ASiC Lién két, cu tric va xdc minh
RFC 3161/ hé so TSA Giao thic déu thdi gian Cau hinh dich vu, policy va trust

Viéc chdp nhan cho hé théng chuyén dung hodic nghiép vu dudc xem xét riéng; proposal khéng xdc 1ap phé duyét.

RFC 10073 - Composite ML-DSA ETSI- ASiC ETSI- CAdES
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PHU LUC / THUAT NGU QUANTUMSAFE ECOSYSTEM

Doc thuét ngir qua vai tro trong hé théng.

Tén viét tdt chi dung khi gitip trao déi chinh xdc.

Thuat ngit Y nghia st dung

PQC / PKI Mé&t mé hau luong tlr / ha tang khéa céng khai

CA/RA/VA/TMS Cap ching thu / déng ky va phé duyét / trang thdi / quan ly thiét bj

HSM / QSCD / SAM Bdo vé khda phén ciing / thiét bi tao chirky dd diéu kién / module kich hoat chif ky theo hé s6 dp dung
CMS / CAdES / ASiC Théng diép chirky / profile CMS mé réng / container hé so

Provider / SDK / API LSp cung cdp mat mé / bd cdng cu phdt trién / giao dién 1&p trinh

Crypto-agility Kha ndng thay d6i mat ma theo chinh sdch, kiém thir va quén ly cdu hinh
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PHU LUC / TAI LIEU THAM CHIEU

Nén tdng, chudn composite va Windows.

Chon tén tdi liéu dé maé ngudn chinh thirc; pham vi hé trg dugc ghi dudi tiing muc.

EJBCA - Chiing thu composite
Cau hinh CA, profile va cap chiing thu composite

RFC 10073 - Composite ML-DSA
DPdc ta composite; khdng tu chiing minh tuong thich sén phdm

Microsoft - Windows PQC
APIML-DSA / ML-KEM qua CNG va .NET

Microsoft - .NET 10
APl va& gidi han phién bén; can déi chiéu RFC 10073

Microsoft - Tich hgp PQC
Diém tich hgp chiing thu, CNG va CMS; khéng mdc dinh di CAJES

NIST - H6 s6 5331
Trusted Key Token Cryptographic Module trong pham vi céng bé
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Anytime, Anywhere

Ho so ky, bao dam va thiét bi.

Chon tén tdi liéu dé maé ngudn chinh thirc; pham vi hé trg dugc ghi dudi tiing muc.

Mobile-ID - H6 sG ASiC
Kién tric ASiC-CAdES va qudn tri h6 so; khdng phai két qua UAT

Mobile-ID - Kién tric JavaCard
Ranh gidi Card OS, applet, APDU va middleware

ETSI - ASiC

Building blocks va baseline container ASiC

ETSI- CAdES
Building blocks va baseline CAdES

AB Circle - CIR115B
Giao tiép, APDU, model USB-A/USB-C; khéng chiing minh CO
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PHU LUC / TAI LIEU THAM CHIEU

Phan ciing va tich hép nén tang.

Chon tén tdi liéu dé maé ngudn chinh thirc; pham vi hé trg dugc ghi dudi tiing muc.

AB Circle - Datasheet

Théng sé reader; cdn xdc nhdn t8 hgp trién khai

Infineon - SLC27
Co6ng bé SLC27 véi thu vién ML-DSA/ML-KEM; khéng xdc dinh CO theo 16

Utimaco - Quantum Protect

PQC va PKCS#11 vendor mechanisms; khéng thay bdo cdo composite

Keyfactor - Utimaco
Tuyén tich hap PQC qua PKCS#11

ISO - H6 s6 Mobile-ID
ISMS trong pham vi chiing chi; chua xdc minh duy tri véi t& chirc cép
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PHU LUC / TAI LIEU THAM CHIEU QUANTUMSAFE ECOSYSTEM

Bdo dam va hé sinh thai.

Chon tén tdi liéu dé maé ngudn chinh thirc; pham vi hé trg dugc ghi dudi tiing muc.
SAM/QSCD - H6 sG Mobile-ID
TOE va cdu hinh in trén hd so; chua xdc minh duy tri véi té chic cép

Apple - CryptoTokenKit
Tich hgp token va tai san mét ma; khéng cam két PQC ném 2028

NIST - Security Policy
Ranh gidi module va dich vu trong policy; khéng tu mé rong sang SLC27

Mobile-ID - Hé sinh thai

Danh muc nén tdng; khdng xdc nhan PQC todn bd

QuantumSafe - Danh muc nang luc
Trang thdi cong bé theo module; khéng thay nghiém thu
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PHU LUC / TAI LIEU THAM CHIEU QUANTUMSAFE ECOSYSTEM

Dich vu tin cdy va tiéu chudn héu ludng ti.

Chon tén tdi liéu dé maé ngudn chinh thirc; pham vi hé trg dugc ghi dudi tiing muc.

Trusted SIC - Ky tu xa

Thi diém cé kiém sodt; I18p trdi nghiém, kich hoat va thuc thi

QuantumSafe - Ddu thdi gian

Thi diém co6 kiém soat

Trusted TSA - Tich hgp

Ho so chudn va demo; khéng dung gidy phép mau

Trusted Delivery - Bdng chiing
M6 hinh dich vu; khéng dung déi tac/gidy phép demo

NIST - Tiéu chudn PQC
FIPS 203/204/205 va chuyén ddi mat mé
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