@ GolPdperLess  esignCloud PE XUAT HOP TAC

GoPaperless eSignCloud

Gidi phdp ky s6 ddm may cho cdc t6 chuc tai chinh (TCTC)

Mot két noi.
Ky s6 ca nhan
dién rong.

Thong tin qua VNelD.
Chuing thu theo nhu cau.
Ky hé s trén kénh sé cla TCTC.

RESTful SaaS Hub da CA Tich hgp chuén ~02 tuén —_—

K&t ndi théng tin, dang ky chiing thu véa ky sé trong mét hanh trinh dugc phén cong rd rang.
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@ GolPAperRLESS  esignCloud GIA TRIDAU TU

Padn gidn cho ngudi dung. Thuan tién cho TCTC.

Phu hdp khdch hang cd nhan ky theo hd s hodc theo dgt; TCTC bé sung ky s6 véio ing dung hién c9.

- ol
Khdch hang dé thuc hién CNTT tép trung nghiép vu Chi phi theo nhu céau
Hudng dén tiing budc; biét minh chia sé Tich hgp bo API cua Hub; qudn ly tai liéu Chon géi CA, thdi han ching thu va
théng tin gi va dang xdc nhén ky ho so v trdi nghiém trén hé théng TCTC. phuong dn sdn lugng phu hgp.

NAo.

Po trén ho sc hoan tat Ty |& hoan tét - Thai gian x ly - Chi phi/h6 so - Khad ndng tra sodt

B4t dau t mot nghiép vu; nhan rong sau khi hanh trinh, chdat lugng tai liéu va chi phi dugc kiém chiing.
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@ GolPaperLess eSignCloud HANH TRINH KHACH HANG

Tu chon dich vu dén ho sc da ky.

Nguyén Minh An - HS-26001 - Dang ky dich vu.pdf - Phién ban 01 — vi du minh hoa xuyén suét.

=] Chonnha cung céap 1 = Chon géi va déng ky 2
Xem danh sdch va lua chon FPT-CA trong vi Xem th&i han, pham vi, phi va diéu kién.
du.

) Nhan chung thu 4 o Xem va xac thuc ky 5
Theo d&i két qud cap va khd ndng st dung. DPung tdi liéu, ding ngudi va chiing thu da

chon.

Cung lua chon nhd cung cdp va géi dugc gili xuyén sudt; itng dung hudng dan trang thdi va thao tdc tiép theo.

Mobile-ID | GoPaperless eSignCloud

o Chiaseé quaVNelD 3

Xem yéu cau va quyét dinh chap thudn.

7] Nhénhd s hoan thién 6

TCTC kiém chuing, luu va ti€p nhén nghiép
vu.
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@ GolPaperLess eSignCloud LUA CHON DICH VU

Khdch héng chon nha cung cap trudc khi déang ky.

Danh sdch minh hoa; céu hinh theo pham vi trién khai. Chi cung cdp lua chon d& sdn sang va duge TCTC cho phép.

® ® ® Ung dung TCTC - minh hoa

= Danh sach phu hop
. , Tén valogo ré rang; c6 thé cé mot
Chon nha cung cap ching thu s6 hodc nhiéu lva chon theo cdu hinh.
- ~
ﬁﬂ o ® VNPT [# O > GOitheo nha cung cap
Lua chon nhé cung cap quyét dinh
FPT-CA VNPT-CA danh muc géi va diéu kién ddng ky.
Chiing thu s6 cd nhén - Ky sé ti xa Chiing thu s6 cd nhén - Ky s6 ti xa
. Y o Khach hang chu dong
Pang chon: FPT-CA Thdy rd don vi cép ching thu; thay déi

lua chon trudc khi gli hé so.

Tiép tuc chon goi

FPT-CA dudc chon trong vi du xuyén sudt. Hinh minh hoa khéng phdi céng bé cdc nha cung cép déu dé sdn sang trén Hub.
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@ GolPdpeRrLeEsSs  esignCloud GOI VA XAC NHAN DANG KY

Xem ro goi, diéu kién va phi trudc khi gti yéu cau.

Vi du ti€p tuc v&i FPT-CA. Théng sé gdi va phi dudc hién thi theo phucng dn dich vu d& théng nhat.

® ® ® Ung dung TCTC - minh hoa
Thdng tin can cong bd

Xdac nhdan thong tin dang ky

Thai han
NHA CUNG CAP: FPT-CA Theo gdi do nhd cung cép cdng bé.
Chon goéi ctia FPT-CA Pham vi ky

Ching thu cd nhén theo nhu céu v S6 tailiéu/lugt ky theo diéu kién goi.

. o Phi va bén thanh todan
SO dinh danh ca nhan

eecceceee()]23

Theo bdo gid va phuong dn phan bé.

Diéu kién va ho tro
Toi dé xem diéu kién déng ky va thdng tin x ly dit liéu. Dieu khodn, dirliéu, kénh lién hé.

Tiép tuc ddang ky

DP6inhd cung cdp phdi cdp nhat lai géi va diéu kién; sau khi gli yéu céu, x ly thay déi theo giao dich véa chinh sdch CA.
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?@ GolPAperLESS  esignCloud CHAP THUAN CHIA SE

Khdach hang biét minh chia sé thong tin dé lam gi.

Yéu cau dudc RAR chuyén tSi VNelD; két qud tré vé eSignCloud va lién két vai giao dich ddng ky.

MINH HOA HANH TRINH jo} Pung muc dich

Théng tin phuc vu dang ky chung thu hodc muc dich khac da dugc phep.

@ bDing két quad
Xem yéu cau trén VNelD Theo dbi chap thudn, tir chdi va hét han thanh cdc két qud riéng.
DPaon vi yéu cau - Muc dich
Pham vi thong tin dugc chia sé . .
, , 9 Pbung pham vi
Lua chon chap thudn hodc tu chéi . T U . A e ren
Chap thudn chia se thong tin khong thay chap thudn va xac thuc ky tai liéu.

Giao dién va ndi dung theo két néi RAR/VNelD thuc té.

Khéng dua mé ta giao dich téi chinh véio man hinh VNelD néu ndi dung dé khdéng cé trong luéng tich hgp thuc té.
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@ GolPaperLess eSignCloud CAP CHUNG THU VA HOAN TAT HO SO

R6 két qua cap, roé trach nhiém ban giao ho sa.

Trong phuong dn két néi FPT-CA, Mobile-ID 1ap va ky hd s6 bdng chiing thu t6 chic theo quy trinh CA chéap thudn.

. ot Xac nhan chia sé thong tin dinh danh

02  Xdc nhén yéu cau cung cdap dich vu

Ching thu dudc céap

FPT-CA - S0 sé-ri
Hiéu luc tur/dén

03 Xdc nh@n théng tin chiing thu dugc cap

Trang thadi dich vu

Phuaong thic xdc thuc san sang S , . o
Mobile-ID Iap va ky = ban giao CA = nhdn xac nhan tiép nhén —» theo doi diéu

P3i chiéu két qua thuc té kién st dung.

Cap ching thu, hodn tat hd sc va da diéu kién ky 1d cdec méc riéng; biéu mau va thi tu thuc hién chdt véi CA.
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@ GolPaperLess eSignCloud CHUNG THU CHO LAN KY TIEP THEO

Su dung lai khi chiing thu va dich vu con phu hdp.

TCTC s dung tham chiéu chiing thu dé lién két trong pham vi tich hop; khéng tra clu moi ching thu trén thi trudng.

@ ) Dudiéukién - tiép tuc xem va xac thuc ky

N . Pulng nhd cung cap, quyén TCTC, thdi han, trang thdi dich vu, pham vi géi va
Nguyén Minh An phuong thiic xdc thuc.

Nhé cung cap: FPT-CA
H6 sq: HS-26001
Ching thu dd lién két

(O Chua phiu hgp - hudng dan xi ly

Kiém tra trudc moi yéu cau ky Hét han, bi khéa hodic khédng di diéu kién: diing yéu cau ky; hudng dan kiém tra,

hotphue hoge ddng Ky phit hop theo CA

Tra cliu thong tin chiing thu phuc vu kiém tra tham chiéu déa biét; khong suy thanh khd néng tim kiém chéo TCTC bdng sé dinh danh.
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@ GolPdpeRrLeEsSs  esignCloud XEM TAI LIEU VA XAC THUC

Mot yéu cau ky gan vé@i dung tai liéu va ngusi ky.

Vi du s dung chiing thu FPT-CA. M& dung mét 1an ho&c ma bi mat theo phuong thitc dugc céu hinh.

000 Ung dung TCTC - minh hoa

TG CHUC TAI CHINH Pung ndi dung

GIAY DANG KY DICH VU , o TCTC c6 dinh tai liéu va dit lidu ky.
Xac nhan ky ho so

HS-26001 - Phién ban 01

FPT-CA - HS-26001 - Phién ban 01

ouetiy X g ~n  Pung giao dich

Nguyén Minh An Nguyén Minh An *’ ‘ o o

S8 dinh danh - ssseeeee0123 — | Dbangky dich vu.pdf E:gqcung capxac thye vastrdung
Nha cung cap: FPT-CA SMS OTP - luéng minh hoa

Nhap ma xac thuc

) Ping két qua

. Ay Hub lién két chirky va trang thdi.
Xac nhan ky y Ng
Khdch hang xem ndi dung trudc khi ky

Xdc thuc ky tdch khéi chap thudn chia sé théng tin. Gilir nguyén dit liéu ky, ching thu va thudt todn khi xdc nhén.
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Z@ GolPAperLESS  esignCloud KET QUA HO SO

PDF da hoan thién, cé két qua kiém chiing.

Hub tré chit ky va trang thdi; TCTC hodc thanh phan dugc théa thudn hodn thién va kiém chiing tai liéu.

TO CHUC TAI CHINH KET QUA MINH HOA

GIAY PANG KY DICH VU o o .
HS-26001 - Phién ban 01 Ho SG sqn sang

dé tiép nhan nghiép vu

Ngudi ky

Nguyén Minh An

S& dinh danh - sseesses0123 Q@ Ngugi ky va chirng thu

Nhé& cung cép: FPT-CA Nguyén Minh An - ching thu FPT-CA da lién két.

@ Noidung vaphién badn
HS-26001 - bdng ky dich vu.pdf - Phién bdn O1.
PA KY - MINH HOA

Kiém chitng va luu giir
Nguyén Minh An - FPT-CA @ 9 9

K&t qud kiém tra chit ky, chudi va bdng chiing lién quan.

Dau thdi gian, kh& néng kiém ching va luu trir dai han dugc xdc nhén theo nhu cau vé pham vi dich vu.
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@ GolPAperLESS  esignCloud CHUNG THU VA HO SO

Chiing thu vé hd s6 ¢6 vong dai riéng.

Lua chon gdi theo nhu cau ky; t6 chirc tai chinh thiét k& kiém ching va luu gili theo vong ddi tai lidu.

%

Voéng d&i chitng thu Véng ddi ho so

Pudc cap - du diéu kién st dung - hét han hodc thay doi Tadi liéu da ky = kiém chidng - luu gilt = truy xudt.

trang thai. Bdng chiing, th&i diém, phan quyén va thdi han luu dudc xdc
Moi yéu cau ky dudc kiém tra theo nhd cung cdp, quyén va dinh riéng.

goi.

Chon géi phu hgp Th&i han, s6 lugt/tai liéu va phi theo gdi; khd ndng st dung lai theo diéu kién dé& xdac nhan.

Dau thdi gian, kiém chiing dai han va luu trit bé sung cé pham vi riéng khi dugc théng nhat.
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@ GolPaperLess eSignCloud DU LIEU BI VAO HO SO

Thong tin dudc kiém tra trudc khi tré thanh tai liéu ky.

Trudng dii liéu va bén dugc nhén phu thudc pham vi Sharelnfo, hé s CA va thda thudn trién khai.

TO cHUC TAI CHINH

Thdng tin dugc phép sir dung Khdach hang kiém tra L ,
GIAY DANG KY DICH VU
O Nguén clia tifng trudng Ho tén - minh hoa HS-26001 - Phién bén Of
Nguyén Minh An
Ngugi ky
Thdai diem va tham chiéu $6 dinh danh - minh hoa ; Nguyén Minh An
eecceceee()]23 Sc“)'dinhdqnh-""""0123
Doi chiéu dung nguaci Nhd cung cdp: FPT-CA

Xdac nhdn théng tin trudc khi lap
dung phién ban ho so.

© O ©

X ly thiéu/khdc biét

Khdch hang xem ndi dung trudc khi ky

Cdc gid tri chi minh hoa cdch dién mau; khéng phdi cam két danh sdch trudng hodc dirliéu RAR dudc tré cho TCTC.
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@ GolPaperLess eSignCloud ESIGNCLOUD HUB

M6t Hub ndi théng tin dinh danh va dich vu ky sé.

Hub cla Mobile-ID néi hé thong TCTC vai luéng théng tin RAR/C06 va cdc nhd cung cép ky sé tur xa.

Yéu cau / két /O\ RAR/C06 *VNelD

qud
() 1 = ,
@ GOPG pERLE — Chia sé théng tin va két qua
= ' o chap thuéin theo quyén két néi.
= .
T CHUC TAI CHIiNH d ©SignCloud Hub
<€
Ung dung - H& thdng mdy ch | bdang ky - Chiing thu - Yéu cau ky — .
Tailiéu -Kho ho so APITket aue Trang thdi - Doi sodt - K&t ndi CA > o Nhacungcap ky so tu
-— Xda

Cap chiing thu - Xdc thuc ky
Quadn ly khéa - Tao chir ky

Yéu cau / chirky

M& rong CA theo céu hinh va nghiém thu; méi giao dich giit nguyén CA/chiing thu da chon.
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@ GolPAperLESS  esignCloud LUGNG TiCH HGP

Pang ky va ky c6 hai vong xu ly riéng.

Nhé& cung cap va géi dugce gilr theo lua chon. Khdch hang thuc hién cdc budc chap thudn va xdc thuc tusng Ung.

TO CHUC TAI CHiNH ESIGNCLOUD HUB

KET NOI DICH VU

Yéu céu -
< . P TP r RAR/VNelD véa nhé cung cd
Pang ky __ Tiép nhan va theo doi N / g cap
Chon FPT-CA, géi vé mé ho so. Kiém tra quyén, chéng trung, gilt lién két. Chap thuan chia se - durlieu hgp Ie - xuly cap chung
- . thu
« Két quéd / trang thdi
Au cdu kv : 2 2y Nha cung cép ky s tir xa
Yéu cauky __, biéuphoiky . g cap Ky
Tdi liéu, ching thu va dii liéu can Lién két xdc thuc, trang thai va két qua. Xac thyc ngudi ky - surdung khoa - tra chirky.

« Chirky / trang thadi; TCTC hoan thién véa kiém chiing PDF

Ludng cé thé chd khdach hang hodc xr ly bat dong bd. Webhook hién danh cho ddng ky; ky theo APl xdc nhén/tra ctu.
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@ GolPdpeRrLeEsSs  esignCloud KIEN TRUC VA TRACH NHIEM

Giir tai liéu tai TCTC, quan ly khéa tai ha tang ky.

Phdn céng theo nai xtr ly gitip ddi CNTT, phdp ché va van hanh kiém sodt ddng pham vi.

Thénh phan Trach nhiém chinh Daura / dit liéu

TCTC Ung dung, phién, biéu mau; chudn bi, hoan thién va kiém chiing Tdi liéu, phién ban, lva chon nhd cung cap/gdi va
PDF. két qud tiép nhan.

Mobile-ID / eSignCloud AP, két n6i RAR/CA, diéu phoi, chdng trung va déi sodt. Giao dich, chiing thu, chirky, trang thdi theo quyén.

RAR / VNelD Ludng chia sé théng tin va két qud chap thuén theo quyén. D{ liéu v& bang chiing trong pham vi dich vu.

Nhéa cung cép ky so tir xa Cap chuing thu, xdc thuc st dung khda va tao chir ky. Chung thu, chirky va trang thdi nhd cung céap.

Khéng tra khda riéng qua API. Log ndi bd Mobile-ID «+» RAR/C06 khéng mdc dinh ban giao; tra sodt theo quyén.
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@ GolPdpeRrLeEsSs  esignCloud

HE SINH THAIKY SO TU XA

Lua chon tir danh muc nha cung cap dudgc NEAC cdng bo.

Cdc daon vi dudi day cé muc ky s6 tir xa dugc NEAC cdng bé dang hoat déng; gidy phép va théi han & phu luc.

Bkav CA2

MISA MK

g 01 Cap phép

Danh muc va pham vi dich vu
do NEAC cdng bé.

(&8
e

CMC EasyCA FPT-CA Intrust Mat Bao

MobiFone TrustCA Viettel VNPAY VNPT

02 - Hop tac / daily @ 03 Sdn sang trén Hub

o

Theo théa thudn Mobile-ID
va tiing nhd cung cap.

K&t noi, gdi, phusng thuc
da dugc kiém th v nghiém thu.

FPT-CA | két néi ddau tién cla phuong én. Danh sdch st dung dugc trén Hub cdu hinh theo pham vi trién khai.

Danh muc CA ky s6 tif xa — NEAC ~

Danh muc cép phép khédng déng nghia moi CA dé cé hgp tdc dai ly hodc d& san saing cung cap trén eSignCloud.
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@ GolPaperLess eSignCloud NANG LUC MOBILE-ID

Ndng luc trién khai di cuing can cit tin cay.

Mobile-ID cung cdp nén tdng, k&t ndi va hé trg phdi hgp nghiép vu, cdng nghé va van hanh.

c> Tich hdp hé thong ISO/IEC 27001:2022

Két ndi nha cung cap, luong thong tin va dich vu tin Qudn ly an toan théng tin theo pham vi ching chi.

cay.

PAD Level 2 va elD HIGH

Phoi hgp trién khai Ndng luc ctia mé-dun dinh danh dudc néu trong chiing chi.

i

Td&i liéu, cu hinh, kiém thr v hudng dan theo
pham vi. OpenlD Certified
Khé ndng tuong thich clia sdn phdm SSO dugc cédng nhan.
@ Ho trd van hanh
NIST CMVP #5331
M&-dun mét ma phan ciing theo hé sa NIST.

Theo do6i, d6i sodt, xU ly su cd va quan ly thay dai.

Ndng luc Mobile-ID ~ Ching nhan ISO/IEC 27001 ~ H6 sG PAD véa elD HIGH ~ Tra ctu OpenlD Certified 2 Tra ctu NIST CMVP #5331 ~

Paéi tugng va pham vi tling chiing nhan dudc trinh bay trong hé so kiém chiing; khéng mé réng thanh chiing nhén todn bd Saas.
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@ GolPdpeRrLeEsSs  esignCloud KET NGIRAR/CO6

K&t ndi truc tiép RAR/CO06, ho trd sé héa ho so.

Mobile-ID cdng bé hop tdc RAR Center cho SSO/Sharelnfo; pham vi dit liéu va dich vu dugce xdc nhén theo du an.

o Ddngnhap/xdc thuc qua VNelD

N\

Ké't na’i tl‘l.l'C tié'p Lua chon tich hdp theo hanh trinh; tdch khdi co ché bdo mat két ndi gitra cdc

RAR/CO6

hé thong.

- Chia sé thong tin qua VNelD
Thong tin dugc phep chia se Khdch hang xem va chap thuén; dir liéu dung trong muc dich dugc phép.

Chap thuéin cé lién két

Giam nhap lai dirliéu

eSignCloud - dang ky va ky

Ho6 tro hodin thién hd so s6 = e , o
' ’ biéu phdi hé s CA, chung thu, yéu cau ky va két qua vé TCTC.

Ndng luc Mobile-ID ~

SSO, Sharelnfo va xdc thuc ky cé muc dich riéng. Két néi khéng tu trao quyén khai thdc moi dit liéu cho TCTC.
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@ GolPaperLess eSignCloud TUAN THU VA BANG CHUNG

Bdo dam theo quy trinh, kiém chiing theo ho so.

Cdc bén xdc nhan cdn ct x ly, cha thé, chirky, dir liéu va diéu kién chuyén nganh trudc vén hanh.

O M\
2 e J

Pung cha thé Ping y chi ky Plng toan ven
Vai trd, thadm quyén, ching Khdach héing xem tai liéu, chép Lién két phién ban, dirliéu ky
thu va diéu kién st dung. thudn va xdc thuc phu hgp. va k&t qud kiém chiing.

Pung luu gitr

Bdng chiing cé quyén truy
cap, thGi han va cdch tra

soqt.

Phdp ché ciung tham gia Nghiép vu tdi chinh - Dinh danh - Chirky s6 - Dt liéu cd nhén - An ninh mang

Ludt Giao dich dién tir ~ Nghi dinh vé chirky dién tir ~ Dinh danh dién ta ~ Ludt Bdo vé dirliéu cd nhan ~ Hudéng dan bdo vé dirliéu ~ Ludt An ninh mang ~

VNelD vé chirky sé ho tro quy trinh; TCTC tiép tuc thuc hién nhan biét khdch hang, phong chéng rira tién, diéu kién giao két va phé duyét chuyén nganh.
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@ GolPaAperRLESS  esignCloud (NG DUNG THEO NGANH

Mét dich vu ky, nhiéu bd hé so tai chinh.

Chon tai liéu va vai trd cu thé cho thi diém; két qud ky di vaio quy trinh ti€p nhan cla tiing TCTC.

= Ngdan hang 1l Chung khodn
= O
Phu luc hodc dang ky dich vu. B ho so dich vu nha déu tu.
Khdach héing cd nhén ky = ngan héng tiép nhén. Nha déu tu ky - back office kiém tra/kich hoat.

) Bdo hiém Cong ty tai chinh

Gidy yéu cau, xdc nhan hodc ho sc bd sung. Ho6 so dé nghi, théa thuén hodc hgp déng phu hop.

Pung vai tro ky = tham dinh/tiép nhan. Cd nhan ky - xtr ly theo quy trinh phé duyét.

Ky hoé s6 khdng tu thuc hién 1&nh tai chinh, gidi ngan hay phdt hanh bédo hiém; quyét dinh nghiép vu thuéc TCTC.
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@ GolPdpeRrLeEsSs  esignCloud MO HINH HOP TAC

Mobile-ID la dau mdi nén tang, tich hép va phan phéi.

Dich vu CA dudc cung cap theo pham vi gidy phép; Mobile-ID phén phdi theo thda thudn dai ly véi tiing nhd cung cép.

— =)
o & = jo}
Nha cung cap ky sé tu Mobile-ID T6 chtic tai chinh Khach hang
Xa Hub - Tich hop Ung dung - Hé sg Xem - Chap thudn
Phan phdi - Ho tro Khdch hang - Nghiép vu Xdc thuc - Ky

Chung thu - Khoa ky
Xdac thuc - Chirky

Thuong mai linh hoat CA vd gdi phu hdp - Chinh sdch theo san lugng - Phén b6 phi theo sén pham

Pham vi dai ly clia tiing CA dudc ddi chiéu véi hap déng tuong ting khi cau hinh cung cdap dich vu.
TCTC lua chon phudng dn trén co s3 pham vi hdp tdc, ndng luc cung cap va diéu kién dich vu.
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@ GolPdpeRrLeEsSs  esignCloud PHUGNG AN THUGNG MAI

Lua chon cach st dung trudc khi chét gia.

Gid tri dau tu dudc do bdng chi phi trén hd sc hodn tat; phuong dn cu thé theo nhd cung cap, gdi va sdn ludng.

3 il aD

Theo nhu cau ho so Theo san lucng Tich hdp va dich vu b sung

Phu hdp nhu cau theo dot. Phu hdp nhu céau cé ké hoach. Phu hdp pham vi trién khai.

Chon gdi chiing thu va pham vi ky phu hap. Chinh sdch cam két, han muc vé ky déi sodt Thiét 1ap, nén tdng, PDF/SDK, ho trg hodc luu
theo thda thudn. trir néu cung cap.

Bén thanh todn va doéi soat TCTC/khdch hang hodic phén bé theo sén phdm; chét phi cap, ky, kénh xdc thuc va cdc

trudng hop khéng hodn tat.

Pon gid, cdu phan tdch/gop va xt ly yéu cdu 16i/trung dudc ghi trong bdo gid, hop déng va quy tdc ddi sodt.
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@ GolPaperLess eSignCloud TiCH HGP VA BAN GIAO

R6 phan dudc cung cdp, ro phan TCTC phat trién.

Giao tiép qua APl bdo mat tir hé théng mdy chd ctia TCTC; trién khai hanh trinh trén tng dung dang s dung.

Nhém cdng viéc Mobile-ID T6 chirc tai chinh

Chuan bi Ddc td, quyén thr nghiém, cau hinh va hudng dan. Mau hoé s, nhd cung cap/gdi, dau moi va hé théng.
Phat trién HO trg API, két néi, trang thdi va doi sodt. Ung dung, backend, tié€p nhdn két qud va kho hd so.
Tai liéu PDF Cong cu/SDK theo chiic ndng dugc thdéa thudn. Chudn bi, hodn thién, kiém ching va luu tdi liéu.
Nghiém thu Phéi hap kich bdn, khdc phuc vé hudng dan van hanh. Xdc nhdn nghiép vu, bdo mat, phdp ly va mé dich vu.

B6 ban giao chét chiic néng, phién ban k¥ thudt, moi trudng, trdch nhiém ho trg va tiéu chi nghiém thu; khéng mdc dinh kém moi céng cu PDF.
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@ GolPAperLESS  esignCloud VAN HANH DIEN RONG

Theo doéi dudc, phuc hdi dugc, mé réng cé6 do ludng.

Kiém sodt tir APl dén CA va kénh xdc thuc; cdc ngudng vén hanh dudc théng nhat theo ndng luc todn tuyén.

=)

= ® = il
Ti€p nhén Theo doi Phuc hoi Mé réng
Phén quyén theo TCTC Tra clu trang thdi Tra clu khi mat phdn hoi Kiém thi tdi todn tuyén
Chong xU ly trung Thong bdo két qud dang ky Do6i sodt khi chua ré két qud Han muc nhd cung cép
Gitr mé& ho so/giao dich Chéng dp dung két qua cil Khéng tu chuyén CA Kénh OTP va ho tro

Muc dich vu - Dau méi su cé - Bdo tri - Khdi phuc - Tra sodt - Quén ly thay doi

OTP/PassCode khéng ghilog hodc webhook; ché dé TCTC gli OTP chi béat khi CA véa cau hinh cho phép.
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@ GolPaAperRLESS  esignCloud TRIEN KHAI VA NGHIEM THU

Khodng 02 tuan lam viéc cho pham vi chuan.

M&c muc tiéu: 10 ngdy lam viéc, bat dau khi nhd cung cé@p/gdi, quyén két ndi, méau PDF va phé duyét dau vao dé sdn sang.

Ngay 1-2 Ngay 3-4 Ngay 5-7 Ngay 8-9 Ngay 10
/Q\ > = > @» > @ > IIIDI:I
Khao sat Chuén bi Tich hdp UAT Go-live
Chét nghiép vu, dit liéu, M&i trudng, quyén API, céu Hanh trinh dang ky, ky, PDF Thénh céng, ngoai &, doi Phé duyét, ban giao v ho
nhd cung cdp/gdi va phén hinh va tai liéu. va trang thdi chay th. sodt va khac phuc. trg theo doi.
cong.

Diéu kién nghiém thu va mé dich vu

H6 so kiém ching - Ping lva chon CA/gdi - Ngoai 1&8/d8i sodt - Truy xudt bdng chiing - Dau méi su cé - Phé duyét TCTC

Tich hdp nha cung cdp mai, mua sdm hodc phé duyét kéo dai cé ké hoach riéng; ngudng chdt ludng dugc théng nhdt trudc UAT.
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@ GolPaperLess eSignCloud CUNG TRIEN KHAI

Chon mot bd ho sc dé bat dau ky sé toan trinh.

Hai bén phoi hop nghiép vu, CNTT, Phdp ché/Tudn tht va ATTT dé chét pham vi, thuong mai va ké hoach.

1- Chon nghiép vu

Khdach hang, tailiéu, vai trd ky vé tiéu chi hodn tat. o\
@ GoPapeRrLess

2 - Chét dich vu
CA/godi, dirliéu, xdc thuc, cong cu PDF va phi.

eSignCloud

info@mobile-id.vn

@ 3 - Mé thi diém +84 28 3622 2982

Déu méi, lich tich hap vé bé nghiém thu dugc théng nhat. www.mobile-id.vn

Dau ra budi khdo sat: pham vi thi diém, phuong dn tich hop, phdn céng va ké hoach khodng hai tuan lam viéc.
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@ GolPdpeRrLeEsSs  esignCloud PHULUC A - API VA TRANG THAI

Bd API chung, xt ly két qua theo vong déi giao dich.

Base path /gp-sign/v1-HTTPS/JSON - OAuth 2.0 Client Credentials - Kha ndng theo CA, TCTC va credential.

Thao tac API / cach nhan két qua

Danh muc GET /cas; GET /cas/{cald}/packages; GET /cas/{cald}/capabilities

Pdng ky POST /registrations; GET /registrations/{transactionld}; webhook dé&ng ky khi cau hinh.

Ky va xdc thuc POST /signatures; POST /signatures/{transactionld}/confirm; GET /signatures/{transactionld}

Thong tin chiing thu GET /credentials/{credentialld}; kiém tra hiéu luc, trang thdi v& phuong thiic sdn sang.

OTP sai INVALID _OTP; con han thi nhdap lai theo attempt mai. Hét han / quda sé lan EXPIRED / FAILED; xt ly theo CA va trang thdi da xdc
minh.

PassCode sai AUTHENTICATION_FAILED; khéng luu bi mat. Két qua chuaro RECONCILING; tra ctiu/doi sodt, khong tu ky lai.

Retry truyén théng gilt key/payload; batch cé thé hodn tat mot phan. Tham chiéu CSC khéng phdi chiing nhéan todn bd CSC.
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@ GolPaAperRLESS  esignCloud PHU LUC B - GIAY PHEP REMOTE SIGNING

Danh muc déi chiéu véi cong bo ciia NEAC.

Theo danh muc NEAC, cdc muc dudi cé Remote Signing dang hoat déng; MK cé gidy phép gém USB Token va Remote Signing.

Phdap nhén / tén dich vu Gidy phép Thé&i han Phdp nhén / tén dich vu Gidy phép Théi han

Céng ty C6 phan Bkav - Bkav 20/GP-BTTTT 22/05/2032 Céng ty C6 phan MISA - MISA 696/GP-BTTTT 27/10/2031

Céng ty C6 phan Céng nghé thé Nacencomm - 604/GP-BTTTT 27/12/2032 Céng ty C6 phan Céng nghé cao MK - MK 355/GP-BKHCN 24/07/2035

CA2

Cdng ty C6 phan Tap doén Céng nghé CMC - 12/GP-BTTTT 12/01/2035 Téng cong ty vién théng Mobifone - MobiFone 85/GP-BTTTT 27/02/2035

CMC

Céng ty C6 phan Dau tu céng nghé vathusng 82/GP-BTTTT 13/03/2033 Cdng ty C6 phan Céng nghé SAVIS - TrustCA 697/GP-BTTTT 27/10/2031

mai Softdreams - EasyCA

Coéngty TNHHFPTIS - FPT-CA 440/GP-BTTTT 08/12/2031 Tong Cong ty Vien thong Viettel - Chinhdnh Tép 363/GP-BTTTT 19/07/2032
doan Céng nghiép - Vién thong Qudn doi - Viettel

Cong ty c6 phan Intrust : Intrust 266/GP-BTTTT 31/07/2033 Cdng ty C6 phan Gidi phdp Thanh todn Viét 250/GP-BTTTT 23/07/2033
Nam - VNPAY

Cdng ty C6 phan Mat Béio - Mat Bdo 396/GP-BTTTT 27/12/2034 Tap dodan Buu chinh Vién théng Viét Nam - 698/GP-BTTTT 27/10/2031
VNPT

Danh muc CA ky s6 tif xa — NEAC ~

Tén phdp nhan theo danh muc NEAC; kiém tra lai khi ky hap déng. Cép phép khéng déng nghia dé tich hgp hodc cé dai ly.
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@ GolPaperLess eSignCloud CHUNG NHAN VA BANG CHUNG

Pung déi tudng chiing nhén, ré pham vi st dung.

Nhdan vdo tén ngudn dé kiém chiing. Tinh trang duy tri v c@u hinh dp dung dugc xdc nhan theo du dn.

Péi tueng va pham vi Nguon kiém ching
ISO/IEC 27001:2022 SIS3512241008; hé théng qudn ly an todn théng tin theo pham vi chiing chi. Xem ching nhdn ISO
PAD Level 2 PCEB 26/04/06; m6-dun elDAS elD 2.0 trong Trusted Hub QSCD; Android/iPhone. H6 sG PAD va elD
elD muc HIGH PCEB 26/04/07; mic bdo dadm cua mé-dun dugdc néu trong ching chi. Ho6 sG PAD va elD
OpenlD Certified Mobile-ID SSO v1.0: Basic, Config, Dynamic va Form Post OP theo danh ba. Danh ba OpenlD
NIST CMVP #5331 Trusted Key Token Cryptographic Module; mé-dun phan cing, FIPS 140-3. H6 sc NIST CMVP
Bdng ching cdn lién két Muc dich/chap thudn - chi thé/ching thu - tdi liéu/phién bdn = xdc thuc - chir ky - kiém ching.

Thdi gian APl cung cap két qud va thdi han gitr hé sc/audit |& hai chinh sdch riéng; TCTC luu két qua kip thsi.
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@ Gol2aperLess eSignCloud PHAP LY VA NGUON THAM CHIEU

Kiém tra diéu kién ap dung theo titng nghiép vu.

Dung lién két dé tra ctu vén bdn va ngudn cdng bd; xdc nhdn hiéu luc, stta doi va diéu kién chuyén nganh truéc van hanh.

Giao dich dién t Ludit 20/2023/QH15 va cdc slra ddi ¢ hiéu luc.

Chirky dién tu Nghi dinh 23/2025/ND-CP vé chirky dién tir va dich vu tin cdy.
Dinh danh dién ti Nghi dinh 69/2024 /NP-CP va slra d6i 320/2026/ND-CP.

Bdo vé dirliéu ca nhan Ludt 91/2025/QH15 va Nghi dinh 356/2025/ND-CP.

An ninh mang Ludt 116/2025/QH15 va sira déi ¢ hiéu luc, quy dinh lién quan.
Van bén can theo doi Ludt 20/2026/QH16, hiéu luc 01/03/2027; ra sodt trudc dp dung.

TCTC: t6 chuic tai chinh - CA: nha cung cép chiing thuc chirky sé.
Ddc td k¥ thudt va danh muc ngudn chi tiét dugc cung cap trong bd ban giao.

Phdp ché&/Tudn thd xdc nhan chi thé, giao két, dit liéu, chirky, luu gitr va quy dinh chuyén nganh theo sén phém trién khai.
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Nguon kiém chiing

Danh muc ky sé tir xa — NEAC ~
Né&ng luc va két ndi Mobile-ID ~
Chitng nhan ISO/IEC 27001 ~
H6 s6 PAD vé elD HIGH ~

Danh ba OpenlD Certified ~

Ching chi NIST CMVP #5331 ~
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