MOBILE-ID

Anytime, Anywhere

PE XUAT HGP TAC / TO CHUC TAI CHINH @ GolPaperLess

GoPaperless SSO Saa$S

Pdang nhdp OIDC/FAPI - Passkey - Xdc thuc Palm/Facial béng Web SDK

N y h ®
Mot cach goi.
Nh. l\‘ h h . NGANHANGA/INTERNETBANKING \l\ﬁlé\)iblgODz(lén tich h
ieu phuong thtre. i i e

Ngan hang Chﬁ déng. DUGtaytheﬁT_Puéngdén
Saa$ xac thuc

K&t qud cé kiém ching

Pdng gdi trdi nghiém xdc thuc vao kénh giao dich hién

hitru cua TCTC. ‘ L
Chd thu nhan mai I
TCTC quyeét dinh
Tiép tuc Hay Core hach todn
Gid tri cot 16i Tich hgp mét lan, tdi s dung hap déng; céu hinh va kiém thir theo tiing mdi trudng.
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PIEU HUGNG @ GolPaperLess

Doc theo quyét dinh can dua ra

Phéan diéu hainh va phu luc ki thudt trong mot tai liéu théng nhat

Gia tri, pham vi va kién tric

O1 o 03-07
TCTC nhan gi; ai quan ly gi
Tich hap nhe va trdai nghiém

02 ‘e TP e rat hghis 08-19
Mot 1énh JS; Palm, Facial va Passkey
Sdn sang trién khai

03 an sang trien Xh . _ 20-27
BO cong cu, dirlieu, trach nhiém, SLA va ké hoach

oa Hop dong va kiém soat ky thudat e
API, SDK, Capture, JWT, trang thdi va trust )
Nghiém thu va nguon chirtng minh

05 ghi¢ 9 9 37-42

Kiém &m, chiing nhén, ngudn va enrollment

Cach doc CEO/CIO: phan chinh. Kién tric, ATTT va developer: doi chiéu thém phu luc.
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MOBILE-ID , , A
GIA TRIHOP TAC @ GolPaperLess

Anytime, Anywhere

B6 sung xdc thuc, tan dung hé thong ngan hang

Do hiéu qud trén moét nghiép vu va moét nhdm ngudi dung truéc khi mé rong

i1 O1 -0 02 —-><{/> 03

TCTC chu dong Ngudi dung thudn tién Ky thuat tich hdp nhe

Giilr tai khodn, han muc, quyén va quyét dinh M6t hanh trinh ré rang: xem ndi dung, xdc thuc, BFF cho ddng nhdp; Web SDK cho trdi nghiém;
thuc thi tai hé thong ngdn hang. nhdn dung trang thai. Backend cho kiém chung.

Géc nhin Chi sé can do Nguén do

Tradi nghiém Hodn tat, bd da, thirlai; P50/P95 Kénh ngén hang + su kién SaaS
Tich hop / vén hanh Céng trién khai, 16i, fallback va hé trg UAT, nhét ky va bdo cdo pilot
Pham vi dau tién Chon mét diém cham cé chid nghiép vu, tiéu chi nghiém thu va phuong thic thay thé.
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MOBILE-ID y POAY
PR — NANG LUC MOBILE-ID @ GolPaperLess

Tin cdy tu nén tang dinh danh dén van hanh

Né&ng luc sé héa, dinh danh, xdc thuc vé dich vu tin cdy; hd s6 phadi dung pham vi

@ ¥ Qudn tri an toan théng tin

This Certificate has heen awarded to We Do Not Sell, We Certify!

OBILE 1D TECHNOLOGIES AXD SERVICES SO ISO/IEC 27001:2022 - SIS3512241008 - SIS Certifications. H6 s ISMS c6 th&i han in dén

STOCK COMPANY

Head Office: 1/11/74 lszg ‘I‘h\l_‘,‘ Tram Street, 13 Ward, Binh Thanh District,
Ho Chi Minh City, Vietnam .

Representative Office: Level 9, Thuy Loi 4 Building, 286-288 Nguven Xi Street,
Ward 13, Binh Thanh District, Ho Chi Minh City, Vietnam

In recognition of the organization’s Management System
which complies with

ISO/IEC 27001:2022 . . y
Information Security, Cybersecurity and Privacy Protection — @ D h d h t h u’
Information Security Management Systems ! n q n vq x a c Y c
The seope of activities covered by this certificate is defined below

Solutions for digital identity, secure authentication and digital signing - A \ ? A ° A o Af ’ 4 ’3 N 4 ) ~! \
HG so elD HIGH va PAD cua mo-dun Trusted Hub; dbi chieu dung san phdm, nén tang va cau hinh.
Trusted Care, Trustedlld, Trusted Kioware, X-Avenue, MRConnec t, Qrypto,
Blockchain Services Infrastructure, Remote Signing, Time-Stamping Authority,
PKI tokens, el) cards and ePassport certificates.

SoA Deatails : SOA.01, Version: V.og, Dated: 01/10/2024

rtificate Number: 8153512241008
ate of Initial Registration: 05.12.2024
test Date of Issue: 05.12.2024

ext surveillance due on: 05.11.2025
xpiry Date: 04.12.2027
e-certification Due on: 05.11.2027

X9/

POZCUO0

@ Nang luc trién khai

E-] CERTIFICATE OF REGISTRATION

Kién tric, backend, frontend/SDK, sinh trdc, ATTT, vén hanh va hd trg phéi hdp theo pham vi du dn.

MSCE171

Pham vi ho so Ching nhén md-dun khéng thay kiém thir Palm/Facial; tinh trang duy tri can xdc minh.
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PHAM VI CUNG CAP @ GolPaperLess

Saa$S va bo tich hap tu Mobile-ID

TCTC qudn ly kénh sé va nghiép vu; pham vi ban giao dugc chot theo hgp déng

Y GoPaperless SSO Saa$S (/> Web SDK + API ¥ Thiét bi + connector
OIDC/Passkey véa diéu phdi xdc thuc. Component nhing, hop déng yéu PalmDevice, driver/bd cdi va cdu hinh
cau/két qud va mé tham chiéu. dudc kiém ching.
Capture, Palm/Facial va két qué gdn yéu
cau.
Tenant, chinh sach, log va van hanh.
fit Hatang TCTC

Frontend, BFF, WSO2, Backend vé Core do TCTC quadn ly. Mobile-ID ho trg tich
hop theo pham vi; khéng mdéc dinh cung cép license/vén hanh WSO?2.

Trang thdi cung cép SDK, API v& connector cén déi chiéu readiness trudc khi cam két ngdy khéi dong.
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Anytime, Anywhere

MOBILE-ID A
SYSTEM ARCHITECTURE @ GolPaperLess

Ba vung sS hitu, mot hanh trinh xdc thuc
OIDC/FAPI bdo vé tuyén OAuth/API; Web SDK v& Capture I& phan mé rong GoPaperless

KHACH HANG / THIET BI TCTC QUANLY MOBILE-ID VAN HANH SAAS
Browser Internet Banking + Web SDK Loi Keycloak / OIDC
Thuc thi Frontend do Jl SDK Mobile-ID; trang, endpoint va chinh sdch do TCTC FAPI Client Policies - Authentication Flow - Session
TCTC cung cdp | quénly WebAuthn RP - Palm/Facial SPI néu dung step-up
SDK diéukhién _______________! l phién OIDC/FAPI - redirect + backchannel
%
Palm / bridge Bank BFF - C1 WSO2 Gateway Capt AP Palm/Facial Servi
i < - Gilr token; phién IB Trust, token, quyén API pture Cf m/rdacial service
Dl:bridge dangky; P i Ingress riéng; ticket, ACL, P6i sdnh 1:1; kho mau bdo vé
chua phai cert thiét bi x trang thai
MAU > Capture truc tiép Saa$S
APIngdnhang |
Camera Facial Bank Backend Core Banking APl yéu cau / két qua - C_BANK
Quyén camera, e Transaction Authorization Hach todn / status Bdng chiing dugc ky - tenant / chinh sdch / audit
SDK/PAD theo cu hinh / consent / APR

| register / pull / cancel

Tuyén mau khéng qua BFF/token endpoint. Cdc khéi Id module logic, khéng phdi sé lugng mdy chu.

Quyén quyét dinh GoPaperless xdc thuc; Backend kiém chiing v& cho phép; Core hach todn.
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BA DIEM TiCH HGP @ GolPapeRrLess

BFF, Frontend va Backend cé hdp dong riéng

Tdi str dung cing mé hinh khi bé sung phucng thiic xdc thuc

Q. 01 —<{[> 02 —1ir 03

O1/ BFF 02 / Frontend 03 / Backend

OIDC/FAPI: metadata, client, callback, token Web SDK: khai chay Palm/Facial, giao dién, REST API: tao yéu cdu, lay bdng chiing, kiém
va phién Internet Banking. cancel/retry va trang thai. context va quyét dinh ding l1énh.

bPiém tich hop Mobile-ID ban giao TCTC thuc hién

BFF Profile, sandbox va hudng dan Tich hop client; kiém callback/token
Frontend Web SDK, component va connector Gdan SDK; phé duyét CSP/origin/cai dgt
Backend API/schema, bdng chiing v mau verify Consent, APR, quyén va Core contract
Giir bi mat Khoa client va token ngdn hang é phia mdy chu; Frontend dung phién dugc bdo vé.
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MOBILE-ID . . P
P —— WEB SDK / HOP PONG DE XUAT @ GolPaperLess

Mot Iénh JavaScript dé khéi chay Palm hodc Facial

GoPaperless déng godi giao dién, thu nhén va ddi sdnh; TCTC giir quyét dinh nghiép vu

01/ Khdi tgo

HOP DONG SDK DE XUAT

NGAN HANG A / INTERNET BANKING

const result = await Backend tao yéu cau chinh
GoPaperless.authenticate({ thuec.

requestToken, @

method: “palm’, Pua tay theo huéng dan. Cé thé 02 / Thu nhéan

container: "#authentication” huy hodc thurlai. SDK + Capture + ddi sdnh.

D;

Poi method thanh "facial” dé dung camera. 03 /Kiém chiing

Backend l&y bdng chiing vé

requestToken do Backend cap; co han va gan dung ngudi, Ieénh, phien cho phép.

ban. Pang chad thu nhan
result chi phuc vu cap nhat giao dién. e Huy
Giao dién minh hoa - Dt liéu gid 1ap
Phén biét két qua SDK hoan tat khéng déng nghia giao dich dé dugc cho phép hodc hach todn.
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HGP PONG PAU CUOI @ GolPaperLess

Pon gian cho Frontend, kiém soat 6 may chu
Profile APl-only verification dé xuat cho SDK nhung; déng nhép OIDC & lubng ddc 1ap

i1 O1 —<{[> 02 - 03
Backend dang ky Frontend goi SDK Backend kiém chiing
TCTC xdc dinh chti thé, TXN, hash, phién bdn,  Nhan launch token ngdn han; hién thindidung  Pull bang chiing ti Saa$S; kiém consent,
thdi han va phudng thic dugc phép. va khdi chay trdi nghiém. context va trang thadi truéc APR.
" GoPaperless xtly fit TCTC kiém soat
Giao dién, két néi thiét bi/camera, chat lugng/PAD, Capture, D{t liéu Iénh, ndi dung hién thi, quyén ngudi dung, quyét dinh thuc
doi sdnh 1:1va két qua. thi v& trang thdi Core.
Khdong danh dong requestToken & quyén khdi chay gidi han; khéng phdi access token ngén héng.
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THAM CHIEU SPC / FIDO2 @ GolPaperLess

Gidong su thudn tién, phén biét mirc bédo dam

SPC I& tham chiéu trdi nghiém goi API; SDK déi sdnh mdy chii l& co ché khac

Pham vi SPC / WebAuthn Web SDK GoPaperless dé xuat

Khai chay APl JavaScript cua trinh duyét API JavaScript do Mobile-ID dong goi
Giao dién xac nhén Trinh duyét kiém sodt theo SPC Component/trang web tuy bién

Ca ché xac thuc Credential khoa céng khai Thu nhan va d6i sdnh sinh trdc tai SaaS
Dit liéu sinh trac WebAuthn khéng gtii mau cho RP Truyén mau t3i Capture theo phucng dn
Kiém ching Backend kiém assertion / challenge Backend kiém bdng chiing / context
Gidi han HTML/SDK tuy bién khdng mdc dinh cé bdo ddm hién thi tuong ducng SPC.

Mobile-ID | GoPaperless SSO Saa$S www.mobile-id.vn Muc luc 10/ 42


https://www.mobile-id.vn

MOBILE-ID . » POAY
PR — PALM / BO TICH HOP THIET BI @ GolPaperLess

Cai bdé nén mot lan, ing dung goi SDK

Choét model, firmware, OS/browser va co ché két ndi trudc ngay khéi ddng

<[> o1 -3 02 - 03
Web SDK Connector / bridge SDK / PalmDevice
biém goi théng nhat trong Frontend; kiEm mai Bd cdi ky sé; onboarding D1; chi cho phép Thu nhén theo SDK nhd sdn xudt; kiém chat

trudng va hién thi hudng dan. origin da dang ky. lugng/PAD theo hod sa.

Kiém sodt can co

DPiém nghiém thu

Cdap va cai dat Installer dugc phé duyét; dang ky bridge/khda Dung tenant, mday tram va origin
Cap nhat / gia han Phién bdn, rollout theo nhém, thay khdéa Tuong thich va rollback

Thu héi / thay mady Chdn bridge, ticket va capture lién quan Thiét bi bi thu hoi khéng dudc dung
Gigi han thiét bi Khoéng tu khdng dinh USB/HID/UVC, attestation hodc chiing thu nhing trong PalmDevice.
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PR — FACIAL / THU NHAN QUA CAMERA @ GolPaperLess
A\ A\ o l\, Y 4 o N o
Dung cung SDK, kiem soat rieng cho Facial
Quyén camera, chat lugng, PAD va chéng injection phdi theo hé sa trién khai thuc té
. R o
NGAN HANG A / INTERNET BANKING
r— Cho phép camera Thu nhén cé hudng dan Gui Capture Saa$S

)

Nhin théng vaio camera. Lam theo cdp quyén dm tham. PAD theo SDK.
hudng dan trén man hinh.

HTTPS; quyén ngudi dung; khéng  Anh sdng, tu thé, chdt lugng va Phién madi, ticket ngdn han vé dit

liéu theo profile.

Thiét bi / OS / browser

, , Phé duyét ma trén tudng thich; co ché nhing/iframe phai kiém CSP, camera Permissions Policy
Pang kiém tra chat lugng Vo quyén origin

Tiép tuc

Giao dién minh hoa - Dt liéu gid lap

‘ Phén biét Lay dudc dnh camera khéng déng nghia dé cé PAD hodc chéng gid mao dat yéu cau.
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MOBILE-ID

PR — SCENARIO A / PASSKEY LOGIN @ GolPaperLess
Pang nhap qua SaaS, phien ngan hang tai BFF
Browser redirect dung OIDC; profile tham chiéu dung mTLS vé access token certificate-bound
AO1 / Browser > BFF AO2 / BFF / Saas AO3 / WebAuthn
L Phién lién két, state, nonce, PKCE. PAR; client auth C1; browser Keycloak RP kiém assertion va
NGAN HANG A / INTERNET BANKING .
redirect. context.
O\,

Nguyén Minh An
Pdang nhdp bdng Passkey CTTTTTTTTTTTTYSLOO T §

|
code qua browser; token qua backchannel :

%
AO4 / Code > BFF AO5 / APl ngan hang AO6 / Tradirliéu
Doi code; kiém token; tao phién IB. BFF > WSO2 > Backend > Core. Dulng dudng vé browser; theo
quyén.
Cha xac thuc ngudi dung
Tiép tuc ° Khoa riéng 6 authenticator. Token 6 BFF. RP ID minh hoa: sso.example.com.

Giao dién minh hoa - Ditliéu gid 1ap

Két qua

D& ddng nhap va truy cép APl theo quyén; chua xdc nhdn mot 1énh chuyén tién cu thé.

Mobile-ID | GoPaperless SSO Saa$S www.mobile-id.vn

Muc luc 13 /42


https://www.mobile-id.vn

MOBILE-ID A
SCENARIO B / PALM 1:1 @ GolPaperLess

Anytime, Anywhere

Tl 1énh chinh thitc dén hach todn cé kiém soat

APl-only verification dé xuat: SDK nhing; béng chiing dugc Backend lay truc tiép tir SaaS

Xdc nhan chuyén tién BO1/ Tao Iénh BO2 / bPang ky AR BO3 / Xem & dong y
Backend kiém t&i khodn, quyén, han C_BANK > SaaS; subject, hash, han; Hién thi ding ndi dung; luu consent;
NGAN HANG A / INTERNET BANKING muc; luu TXN/v1. launch token. goi SDK.

50.000.000 VND

Tréan Gia Bdo - ****8899

Thanh todn hgp dong HD-1026 khdi chay trai nghiém SDK ‘

Ngudn ****0128 - Phi 0 VND \l,
BO4 / Palm mdéi BO5 / Kiém chiing BO6 / Goi Core
@ SDK > bridge > Capture > d6i sdnh 1:1. Backend pull JWT_AUTH; kiém Gili chd APR bén viing; stable
context; tao APR. reference; status.
Pua tay dé xdc thuc
Chd Palm mai
Tiép tuc ; , . .
; 01 XAC THUC bAT 02 TCTC CHO PHEP 03 CORE THANH CONG
Giao dién minh hoa - Dt liéu gid lap
‘ BO7 / Tra trang thai Thanh céng, tU chdi hodc chd ddi sodt; SDK hoan tat khong thay két qua Core.
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MOBILE-ID , ‘ o A
P — PALM / HANH TRINH NGUGI DUNG @ GolPapeRrLess

Noi dung rd, hanh déng ngan, két qué ding
Nguyén Minh An - Nguén ****0128 - Tran Gia Bdo ****8899 - Phi 0 VND

01/ Xem Iénh 02 / Thu nhén 03 / Xdc thuc dat 04 / Nhéan két qua

NGAN HANG A / INTERNET BANKING NGAN HANG A / INTERNET BANKING NGAN HANG A / INTERNET BANKING NGAN HANG A / INTERNET BANKING
Tran Gia Bdo - ****8899 @
Thanh todn hgp dong HD-1026 Pua tay theo hudng dan. Pang chd ngdn hang kiém Thanh cong
Nguon ****0128 - Phi 0 VND Khéng can chon lai tai khodn. chiing va xu ly giao dich. Bién nhdn RCPT_0087
2 N . Tham chiéu CB_0087
Kiém tra noi dung trudc khi
tiép tuc.
Lénh TXN_0087 / vi Pang thu nhan madi Chua cé két qua Core Core da xac nhan

Giao dién minh hoa - Dirliéu gid 1ap
‘ Khi chuaré Core Hién thi chd d6i sodt va tra cliu Iénh goc; khéng hudng dén tao lai Iénh mai.
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MOBILE-ID AN
SCENARIO C / FACIAL VERIFICATION @ GolPaperLess

Anytime, Anywhere

Poi phuong thirc, giit hdp dong tich hdp

Cung ngudi dung, Iénh va Backend; thay pipeline thu nhdn béng camera va Facial Service

HOP DONG SDK DE XUAT Xac thuc Facial CO1/ Cdap quyén

const result = await NGAN HANG A / INTERNET BANKING Camera, HTTPS va origin hC}p
GoPaperless.authenticate({ "@" le.
requestToken, N ,\ B
method: "facial’, Nhin véio camera va [dm theo C02 / Thu nhén mdi
container: "#authentication” hudng dan. Chat lugng, PAD, ticket va
D; Capture.
Tai sir dung: AR, status API, bang chiing vé kiém chiing CO3 /Kiém chimng
Backend. Backend kiém
Pang xir Iy xdc thuc JWT_AUTH/consent; quyét
Thay do6i: quyén camera, chat lugng/PAD va tudng thich. dinh.

Pang xac thuc

Giao dién minh hoa - Dt liéu gid 1ap

Pham vi chitng nhén Facial va Palm cé hé s kiém thi riéng; khong chuyén pham vi chiing nhan gitia hai phuong thic.
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QUAN TRI / CAU HINH THUONG HIEU @ GolPaperLess

Cdu hinh theo tenant, trién khai cé kiém soat

M hinh qudn tri dé xuat; quyén sita, phé duyét va audit dugc chét theo du dn

GoPaperless / Tenant ngan hang A / Chinh sach iing dung

) Internet Banking https://ib.bank.example NGAN HANG A / INTERNET BANKING
Ung dung
Phuong thic [ . \
Palm / Facial Logo, mdu, tiéng Viét , x
Thiét bi / bridge Pua tay theo huéng dan
R Chinh sach Trang thai
Thu nhdn mai cho giao dich Bdn nhdp / Chsa phé duyét
Nhat ky Chd thu nhén

Tiép tuc Hay

Giao dién minh hoa - Khong xdc nhdn tinh ndng quadn tri dd phdat hanh

Vong ddi cdu hinh Nhdp > duyét > thir nhdm > trién khai > theo ddi > khdi phuc theo phan quyén.
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MOBILE-ID , . A
TRANG THAI / NGOAI LE @ GolPaperLess

Anytime, Anywhere

Khach hang ludn biét budc tiép theo

Trang thdi SDK, yéu céu xdc thuc va két quad Core dudc qudn ly riéng

Tinh hudng Tradi nghiém khdach hang XU ly phia may chu

Hdy / hét han D& hdy hodic yéu cau da hét han Chdn hodin tét mudn; query trang thdi goc
Khéng khép / PAD khéng dat Thi lai theo chinh sdch hodc cdch khdc Gidi han lan thi; audit; khéng cap APR
Mat thiét bi / tir chdi camera Hudéng dan kiém tra quyén, cai dat Khéng xdc nhéin ngam; gilr context hgp 1é
Mat phan hoi upload Pang kiém tra két quéd thu nhdn Query CAP trudc khi gi lai

Core chua ro két qua Pang xt ly / chd déi sodt Tra stable reference; khéng tao Iénh mdi
Fallback Chi chuyén phuong thiic dugc TCTC cho phép; phdi gili ding l&énh, chl thé va chinh sdach.
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Anytime, Anywhere

KET QUA / QUYEN QUYET DINH @ GolPaperLess

Ba két qua ddc Iap, ba trach nhiém rd rang

Khéng gbép tat cd thanh mét théng bdo “Success”

¥ Xdc thuc ngudi dung it Cho phép ding lénh 2] Hach todn

GoPaperless kiém phucng thirc vé Backend kiém bdng chiing, consent, Core x{ ly theo mé& 6n dinh; tré thanh
context; phdt hainh bang chiing gdn quyén, ndi dung va trang thdi; qudn ly céng, that bai hodc chua ré.

yéu cdu. APR.

SDK callback chi cap nhat giao dién.
Trang thdi giao dich hién thi cho ngusi dung lay tir nguén Backend TCTC cé tham quyeén.

Bdng chiing dich vu Chitky cua dich vu xdc thuc khéng mdc dinh la chirky phdp ly cta khdch hang.
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MOBILE-ID . Y
BO BAN GIAO / READINESS @ GolPaperLess

Anytime, Anywhere

DG bd nén trudc khi hira tich hép nhanh

Trong dau vao chua cé SDK/model production; cdc hgp déng trong géi nay & dé xuat

B ban giao can cé Diéu kién san sang
Web SDK / giao dién Gdi phién ban, demo, docs v& ma 16i Kiém origin/CSP, hly/retry va tuong thich
Palm connector / thiét bi BOM, driver, installer ky s6, hudng dan Model/firmware/OS/browser va PAD da kiém
Facial SDK Camera, chét lugng, PAD va chdng injection Ho6 s6 cdu hinh, quyén va kiém thi
Backend / BFF OpenAPI, OIDC/FAPI, mau verify va trust Sandbox, khéa/ching thu va integration test
Van hanh Runbook, rollback, UAT, SLA v& ho trg Déu méi, phé duyét va tiéu chi nghiém thu
Phén loai DPd cé bang chiing / can cdu hinh / cén phdt trién / chua cé hd s6 xdc nhan.
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DU LIEU / VONG DO @ GolPaperLess

Anytime, Anywhere

Mau sinh trdac tach khéi dit liéu nghiép vu

Quyén x{ ly va vi tri luu trit dugc chét theo hop déng va phucng dn dir liéu

™ 01 - 02 -5 03

Thu nhén Xt ly / luu Chia sé / két thic

Chilay dirliéu theo muc dich, quyén vaiyéucau Capture, ddi sanh va kho mau bdo vé trong TCTC nhdn két qud theo quyén; luu/xéa va thu
hop 8. pham vi tenant. hoi theo lich.

Mién dirliéu Bén qudn ly theo mé hinh Quy tac dé xudt

TXN / consent / APR TCTC N&i dung chinh thic va quyét dinh nghiép vu
Mau / ho sd xdc thuc GoPaperless theo hgp dong xU ly Mad hoa, ACL, retention, xoa va backup

Log / bdng chitng chia sé Theo pham vi hgp déng Khong anh/template/token/khdéa trong log
Cach ly tenant Khéng mdéc dinh dung chung méau gitta cdc TCTC hodc nhén dang 1:N lién ngén hang.
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BAO MAT / PHONG VE NHIEU LGP @ GolPaperLess

Bdo vé kénh, phién, thu nhén véa quyét dinh

Moi I8p cé kiém sodt riéng; TLS hodc chir ky khéng tu gidi quyét moi rliro

Kiém soat thiét ké Gidi han can hiéu
Browser / SDK Origin allowlist, CSP, phién bdo vé&, launch token ngdn han  Trang bi xdm nhép c6 thé |adm sai ndi dung hién thi
Bridge / Capture Onboarding, khéa, ticket, trang thdi vé pipeline kiém mTLS khdng tu chiing minh mau mdi ti thiét bi that
chung
Két qua / Backend JWS, context, consent, replay va quyén trén 1&nh DPung chii ky nhung sai Iénh van phdi tir choi
Thuc thi / Core Durable APR/dispatch, stable reference va déi sodt Idempotency key khéng tu bdo ddm exactly-once
Tinh mdi thu nhan Gdn challenge mdi vaio méau cii khéng tu chiing minh vira thu tir ngudi dung.
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SG HUU / TRACH NHIEM @ GolPaperLess

Giir ding vai tro tu tich hdp dén van hanh

Khéng suy ra quyén s3 hitu hodic quyén xt ly dit liéu chi ti noi dét hé théng

Thanh phéan Mobile-ID

SaaS / Capture / bdng chiing Cung cap, qudn tri va véin hanh theo SLA Phé duyét céu hinh, dirliéu va trust
Web SDK / connector / thiét bi Bdn giao theo model, phién bdn, pham vi Tich hgp, phé duyét cai dat va rollout
Frontend / BFF / WSO2 Hudng dan, ho trg lién théng theo du dn S3 hitu/qudn ly va vén hénh

Backend / consent / APR Cung cap két qué xdc thuc Kiém chiing v& quyét dinh ding l1énh
Core / hach todn Khéng quyét dinh hach todn XU ly giao dich va nguén két qud
Trust / nghiém thu Déau méi ky thuat SaaS Déu méi nghiép vu, Core va ATTT
Thuong mai License/subscription WSO2 khéng thudéc gid SaaS mdc dinh néu chua c6 thda thuén riéng.
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VAN HANH / SLA @ GolPaperLess

Anytime, Anywhere

Ho trg theo géi, do ding pham vi

Cdc chi tiéu s6 can théng nhat trong hé so thucng mai trudce khi trd thanh cam két

Ndi dung cén chét Ranh gidi
P1-P4 MUrc dnh hudng, thdi gian phdn hoi, cdp nhét va muc tiéu khdi phuc Déau méi va escalation hai bén
Availability / bao tri Cdch do, clra s6 bdo tri, logi trir vé bdo cdo SaaS Mobile-ID; ha tang TCTC do riéng
Khoi phuc RTO/RPO, backup/restore va dién tap Phu thudc phuang dn dir liéu da duyét
Ho trd / thay thiét bi 24 /7 theo goi; ho trg tir xa/tai chd; ddi mdy BOM, dia ban vda hop déng
Su c6 / két thic dich vu Théng bdo, diéu tra, export va thu hoi quyén Dii liéu, bdng ching, retention va xéa
Trang thai chi tiéu Chua c6 SLA s6 dugde phé duyét trong dau vao; khéng tao sé uptime/response gid.
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KE HOACH / 10 NGAY LAM VIEC @ GolPaperLess

Hai tudn cho pham vi da san sang

Muc tiéu tich hop cé diéu kién; go-live cé kiém sodt khdc trién khai dai tré

Thdi gian Diéu kién chuyén chédng

Ngay 1-2 Tenant sandbox, thiét bi, két ndi va trust Ngdy O dat; phién ban/model chét
Ngay 3-4 OIDC/FAPI/Passkey tai BFF Callback, token vé kiém ém dat
Ngay 5-6 Web SDK Palm/Facial va Backend contract Capture va kiém chiing diing context
Ngay 7-8 UAT, 10i, replay va doi sodt Tiéu chi dat; 16i tdn c6 chi xUr ly
Ngay 9 Production config, runbook va rollback Phé duyét ATTT/van hanh va trust
Ngay 10 Go-live pham vi nghiém thu; ho trg tadng cudng Ngudi phé duyét cho phép trién khai
Diéu kién ngay O SDK/thiét bi/API sdn sang; mdi trudng, quyén cai, dir liéu va dau moi dé théng nhat.
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Anytime, Anywhere PHAM VI THUONG MAI

@ GolPaperLess

Chot goéi theo quy mé va yéu cau dich vu

Tdch khai tao, thué nén tang, thiét bi va ho trg; khéng tu ddt don gid

- Pilot kiém soat M3 rong trién khai

Mo&t nghiép vu, nhdm ngudi dung/diém
va tiéu chi nghiém thu cu thé.

‘it Dich vu theo yéu céau

Tdi st dung hop déng; qudn ly tenant, Cau hinh, dirliéu, SLA va ho tro phu hgp
mo hinh ngan hang.

thiét bi va rollout theo nhém.

Ca sé chot Can xdc nhén
Khdi tao / tich hap Pham vi, méi trudng v& phan bé sung SDK/connector dé& cé hay can phdt trién
SaaS / mirc s dung Tenant, phuang thuc va sdn lugng Dan vi tinh, retry/hay va vugt goi
Thiét bi / ho tro BOM, s6 lugng, dia diém va SLA

Bdo hanh, thay mdy va két thic dich vu

Khoéng che cong phat trién Hai tuan chi dp dung bd nén sdn sang va pham vi tich hdp chudn dé théng nhat.
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BUGC TIEP THEO / LIEN HE @ GolPaperLess

Bat dau bang khéo sat tich hap va sandbox

Mobile-ID & dau méi dé xudt; phdp nhén hop déng chét trong hd so thusng mai

it  Chon nghiép vu uu tién
> . > MOBILLE-ID
Dang nhdp, xadc nhan chuyén tién hodc mét diém cham phu hop. AT AT
Cdong ty C6 phdn Céng nghé
(/> Chétbd tich hap va Dich vu Mobile-ID

Model Palm, Facial SDK, Web SDK, BFF va APl Backend.
info@mobile-id.vn

, , 1900 6884 | +84 28 3622 2982
¥ Thong nhat pilot

Ngay O, UAT, KPI, SLA va ké hoach 10 ngay lam viéc.

www.mobile-id.vn

gopaperless.mobile-id.vn

Tang 9, Toa nha Thay Lgi 4

286-288 Nguyén Xi, Phudng Binh Lgi Trung
TP. H6 Chi Minh

Pédng ky khdo sat Nhdn sandbox vé bd tich hgp — théng nhat pham vi trién khai hai tudn.
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MOBILE-ID : , A
A1/ PROFILE VA GIAO THUC @ GolPaperLess

Anytime, Anywhere

Chudén nén tédng va phan md rong cé ranh gidi

Profile trién khai va tinh sdn sang can dudc xdc nhdn theo phién bén thuc té

Pham vi Ap dung trong proposal

Pang nhap OpenlD Connect BFF + browser redirect; kiém ID token

OAuth / bdo vé API FAPI 2.0 va RFC dp dung PAR, PKCE, client auth, token rang budc bén gui
Passkey WebAuthn / FIDO2 Khoa céng khai; RP xac minh assertion

Xdc nhén native SPC néu tuong thich Roadmap; khéng bat budc cho pilot hai tuén
Quyeén chi tiét OAuth RAR -RFC 9396 Tuy chon cén ddnh gid ho trg

Palm/Facial / bang chiing Phan m& rong GoPaperless SDK, Capture, JWT_AUTH va API-only profile
SPI khong phai SPC SPI 14 diém md& rédng mdy chi Keycloak; khéng phdi giao thirc thiét bi hodc API SPC.
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A2 / BACKEND API DE XUAT @ GolPaperLess

Mot hop dong yéu cau va két qua cho nhiéu phudng thirc

Tén endpoint/schema la dé xudt; khong khéng dinh API production dd phdt hanh

Thao tac / endpoint du thdo Dirliéu va quyén

POST /verification-requests C_BANK; tenant/subject/TXN/hash/version; methods; AR + trang thdi + thGi han
consent policy

POST /verification-requests/{id}/launches Backend xdc thuc phién; method tir t&p cho phép; origin requestToken ngdn han; khong URL
da dang ky query
GET /verification-requests/{id} C_BANK; ACL tenant/subject/request Trang thdi xdc thuc; khong phadi Core
GET /verification-requests/{id}/evidence C_BANK; ACL va trang thdi bdng chiing JWT _AUTH khi VERIFIED; pending khi
chua co
POST /verification-requests/{id}/cancel C_BANK; kiém trang thdi/dua v&i hodn tat Trang thdi cudi cé thdm quyén
Auth / retry Service principal riéng; idempotency + fingerprint; GET trang thai sau timeout.
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A3 / WEB SDK BPE XUAT @ GolPaperLess

Hop dong SDK c6 dau vao nhé, trang thdiré

Pdc ta thiét ké trong gdi; khong cé SDK production hodc thiét bj thét dé€ kiém thir

Thanh phan Hop dong dé xudt Rang budc

authenticate(options) requestToken; method; container; AbortSignal tuy chon Method phdi dudc server cho phép

Két qua hoan tat status; requestld; captureld néu cd; errorCode Khéng cé dnh/template hodic quyén chi tién
Trang thadi giao dién PREPARING / READY / CAPTURING / PROCESSING Chi tin hiéu UX; khong thay trang thdi Backend
Trang thadi cudi COMPLETED / NOT_VERIFIED / CANCELLED / EXPIRED COMPLETED chi két thidc héinh trinh SDK

Loi tich hap DEVICE _UNAVAILABLE / CAMERA_DENIED / NETWORK_ERROR Phan loai 16i; query trang thdi trudc retry

Hay / phuc hoi signal; server cancel qua Backend; bounded retry Nguing local khdéng tu hily yéu cau server

Mdc dinh an toan Launch token khéng luu localStorage, khéng log, khdng nam trong URL; hét han phdi cap lai.
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A4 / CAPTURE DE XUAT

Ticket rang budc phién; pipeline bao vé tinh maéi

Capture truc tiép SaaS; profile proxy/egress ngén héng la tuy chon tdch biét

Kiém soat

@ GolPaperLess

Khi 16i hodic thit lai

PO1/ SDK > bridge

P02 / Thiét bi thu nhén

PO3 / Upload Capture

P04 / Doi sdnh / két qua

Hop dong thu nhén

Mobile-ID | GoPaperless SSO Saa$S

Origin/extension allowlist; yéu cau server; D1 dé dang ky

SDK/model; chéat lugng, PAD va chéng injection theo hd so

CT c6 han; tenant/AR/CAP/subject/bridge; ACL ingress

1:1; hash payload; trang thdi chéng replay; audit

mTLS D1 xdc thuc bridge; khéng tu chiing minh méu dén tir thiét bi that vira thu.

www.mobile-id.vn

Khéng cé bridge: hudng dan cai; khdong
bypass

Mau cii + challenge ma&i khédng chiing minh
freshness

Query CAP sau mat phdn héi; khéng upload
mu

Cung CAP khac payload bi chdn; retry co
kiém sodt
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MOBILE-ID : A
P —— A5 / JWT_AUTH VA TOKEN @ GolPapeRrLess

Pung chirky la can thiét, chua di dé cho phép Iénh

JWT _AUTH l& profile béng chiing GoPaperless; khdng phdi token thanh todn mdc dinh FAPI

DPéi tudng Muc dich / ngi kiém Khdéng dudc suy dién

ID token BFF kiém OIDC: issuer/audience/nonce/exp Khéng dung audience=BFF dé duyét tai Backend
Access /[ refresh token Access goi API; refresh chi & token endpoint Khong tra token ngén hang cho JS

JWT_AUTH Backend kiém JWS + tenant/subject/AR/TXN/hash/version Khong chia dnh/template; khéng tu bdo ddm

dung mét lan

APR H6 sa/quyén cho phép nghiép vu phia TCTC Khéng phai token SaaS cdp thay ngén hang
Core reference Theo do6ilénh xtr ly hach todn Khéng dugc suy thanh céng khi timeout
Profile kiém chiing Pin typ/schema/alg/issuer/audience; khéa tin cdy, thdi han, jti, context va trang thdi.
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A6 / BAN TIN VA ANH XA @ GolPaperLess

Cdc md mau ndi ding hanh trinh va bang chiing

Alias minh hoa; khong phdi token, chiing thu hay bdn tin wire hoan chinh

Tham chiéu mau Dit liéu kiém tra
BO1-B0O2 / Tao va ddng ky cus_0128 - TXN_0087 - AR_0087 H_TX /v1; 50.000.000 VND; chti thé cé quyén
BO3 / Khai chay SDK Launch token opaque - origin da ddng ky Method trong policy; consent g&n TXN/v1
BO4 / Thu nhan CH_0087 -CAP_0087 -CT_0087 - D1 Ticket, bridge, thai han va payload fingerprint
BO5 / Kiém chiing JWT_AUTH_0087 -jti - APR_0087 Tenant/subject/context/consent; trang thdi mai
BO6-B07 / Core va két qué CB_0087 -RCPT_0087 Stable reference; authoritative status; receipt khi thanh
cong
Gia tri chinh thuc Core nhén account ID ngdn hang; ****0128/****8899 chi |& thong tin hién thi.
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A7 / VONG PGI DOC LAP @ GolPaperLess

Chuyén trang thdi coé diéu kién va ghi nhdn bén viing; khéng gom thanh cd success

DPoi tuong

Voéng dgi tham chiéu

Yéu cau AR

Capture CAP

Bding chiing

APR phia TCTC

Lénh / Core

Pua trang thai

Mobile-ID | GoPaperless SSO Saa$S

CREATED > PENDING > VERIFIED / NOT_VERIFIED / CANCELLED / EXPIRED VERIFIED chua cho phép hach todn

ISSUED > CAPTURING > UPLOADED > MATCHED / REJECTED Retry khdc CAP hodc payload theo contract
PENDING > AVAILABLE / INVALIDATED AR VERIFIED c6 thé can chd bdng chiing ky
AUTHORIZED > RESERVED > EXECUTED / FAILED / RECONCILING Gilr ché va dispatch bén viing

DRAFT > AWAITING_AUTH > READY > DISPATCHED > két qud Stra n6i dung vo hiéu xdc nhdn phién ban cii

Cancel, hét han va hodan tat phéi dudc gidi quyét nguyén tir theo trang thdi server.
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PR — A8 / CORE VA PHUC HOI @ GolPaperLess

Chua ro két qua thi doéi soat Iénh géc

Stable reference do ngdn haing quan ly; can Core contract vé dedupe va status query

z] 01 — 111 02 —-J 03

Théanh cdng xdc dinh Théat bai xac dinh Timeout / chuaré

Ddnh déu EXECUTED; hodin tat APR; phdt bién  FAILED; trd ly do theo quyén; xt ly APR theo RECONCILING; tra mé 6n dinh; khéng tao [énh
nhén dung Core reference. policy dd chét. mdi hodc release APR tuy tién.

Piém crash Khoi phuc dé xuat Bdng chiing nghiém thu
Sau reserve / trudc dispatch Khéi phuc durable record; ki€m quyén vé trang thdi Khéng mat dau hodc tao quyén mdi
Sau dispatch / trudc response Query Core theo stable_ref trudc resend Khéng hach todn 1dp khi response bi mat
Hai worker cung xu ly Conditional update/lock va dispatch ownership Mot logical execution theo Core contract
Gigi han bdo ddam Khéng tuyén bé exactly-once chi béng JWT hodc idempotency key.
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A9 / TRUST VA KHOA @ GolPaperLess

C1, C_BANK va D1la cac danh tinh khac nhau

Kho khoa, rotation, thu héi va x ly pending dugc théng nhat theo tiing chd thé

Danh tinh Chu thé / quyén Quan ly vong dgi
C1/ib-bff BFF; OIDC confidential client; certificate-bound access Dang ky client/cert; khoa server; rollover khong tu doi
token theo profile binding token cli

C_BANK Backend; register/pull/cancel; ACL tenant va request Service principal riéng; gidi han quyén; thu héi va
audit

D1 Native bridge d& onboarding; quyén Capture gidi han Installer/khda native; origin allowlist; d6i thiét bj va
revoke

K_TX_Ot1 Dich vu ky JWT_AUTH; issuer/JWKS dugc pin theo trust Algorithm allowlist; kid cache; rotation; xtrly 16 khéa

Tin cdy khéa Khong fetch jku/x5u tuy y tu JWT; proxy phdi chdn gid header va bypass ingress.
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A10 / KIEM AM MAY KHACH @ GolPapeRrLess

Chan sai origin, bridge va thu nhan khong hop |é

Pay l& ca kiém thir dé xudt; chua phdi bdo cdo hé théng dé dat

Ma / tinh huéng Két qua mong dgi

NO1 / Origin la hodc token sai scope Khong khai chay/capture; audit theo policy BO3 / PO1
NO2 / Khdng cé bridge hoéc camera bi tir chdi Théng bdo rd; khong tu xac thuc thanh coéng BO4 / CO1
NO3 / D1 hét han hodc bi thu hoi Ingress chdn; khéng cap quyén APl ngén hang PO3

NO4 / CT sai AR/CAP/subject hodc hét han TU chdi upload; khéng tao bdng chiing thanh céng PO3

NO5 / Upload timeout; CAP trung khac payload Query trudc retry; chdn thay mau dudi cung CAP P03 /P04
NO6 / Replay mau, PAD hodc chdt ludng khéng dat Pipeline phdt hién theo khd ndng dé kiém; khéng cap APR BO4

Can do thuc té OS/browser/model, PAD vd chéng injection phdi cé két qua kiém thir theo cau hinh.
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A11/ KIEM AM BACKEND VA CORE @ GolPaperLess

Khong cho phép khi sai lénh hodc chua ré bdng chiing

Kiém chiing déc lap véi callback SDK va phién SSO dang ton tai

Ma / tinh huéng Két qua mong dgi

NO7 / JWT sai typ/alg/iss/aud/kid/chir ky TU choi; khdng APR; khéng lay khda ti URL tuy y BO5

NO8 / Puing chir ky, sai tenant/subject/TXN/hash/v TU chbi context mismatch; audit BO5

NO9 / Hét han, jti replay hodc chua di maéi Khéng tao thém quyén; query trang thdi goc BO5

N10 / Thiéu consent, stfa Iénh hodic cancel thang Khéng APR; vo hiéu xdc nhdn ci BO3 /B05
N11 / Callback hodn téat, evidence con pending Khéng duyét theo JS; bounded poll phia Backend BO5

N12 / Worker dua, Core timeout hodc crash Durable reserve/dispatch; query stable_ref; doi sodt BO6

B6 sung nghiém thu Test sai C1/cnf, quyén tai khodn, refresh token, tenant isolation va thu héi khda.
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A12 / HO SO CHUNG NHAN @ GolPaperLess

Moi hé sc ¢6 déi tugng va pham vi riéng

Ban ho so ¢6 sé@n khéng tu ching minh tinh trang duy tri hién hanh tai té chiic cap

H6 sc / don vi Doi tuong / s6 / th&i han Céach st dung

ISO/IEC 27001:2022 / SIS ISMS Mobile-ID - SIS3512241008 Ho6 so quadn tri; xdc minh duy tri
05/12/2024-04/12/2027

PAD Level2 / TAYLLORCOX elDAS elD 2.0 trong Trusted Hub; Android/iPhone Khong suy ra PAD Palm
PCEB 26/04/06 -06/04/2026-05/04/2028

elD HIGH / TAYLLORCOX MO -dun elDAS elD 2.0 trong Trusted Hub QSCD Khéng chuyén sang moi module Saa$S
PCEB 26/04/07-07/04/2026-06/04/2028

OpenlD Connect / OIDF Mobile-ID SSO v1.0; cdc profile OP trong registry Khéng phdi ching nhdn FAPI SaaS

FIDO2 / céng bd Mobile-ID Trusted Hub Server / Trusted Key SDK; can mé va phién bdn chiing nhan Phan biét ching nhdn va membership
goc

Tra ho sc Nguén va ban PDF chiing nhén trong géi; can xdc minh trang thdi trudc nghiém thu.
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A13 / NGUON CHIiNH THUC @ GolPaperLess

Tai liéu chudn dé doi chiéu thiét ké

Lién két m& dudc ti PDF; phién ban trién khai phdi dugc chét trong du dn

FAPI 2.0 Security Profile Final Authentication SPI

OpenlD Foundation - Mé tai liéu > Keycloak - Mé& tailiéu >

OpenlID Connect Core mTLS / certificate-bound access tokens
OpenlD Foundation - Mg tai liéu > RFC 8705 - Mg tailiéu >

WebAuthn Level 3 PAR / JWT / JWT Best Practices
W3C - M4 tai liéu > RFC 9126 - 7519 - 8725 - M4 tdi liéu >

SPC - Candidate Recommendation Draft Native Messaging

W3C -13/10/2026 - M@ tailiéu > Chrome for Developers - M& tailiéu >
5} OIDC/FAPI va Client Policies =) Camera [/ getUserMedia
Keycloak - Mé tailiéu» MDN Web API - Mé tailiéu >
Nguon bé sung Registry OIDF, Mobile-ID, GoPaperless v& hé s6 chiing nhdn dugc ghi trong bdng nguén cta géi.
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MOBILE-ID s , N
Anytime, Anywhere A14 [ ENROLLMENT VA ANH XA DANH TINH @ GOPGPERLG SS

Pdng ky mau trudc, xdc thuc 1:1 khi st dung

Enrollment, xdc thuc va hach todn la ba quy trinh khac nhau

< 01 - 02 - 03

Xdc dinh danh tinh Pdang ky mau Kich hoat / thu hoi

Ngudn ho sa tin cdy; dnh xa subject SaaS va Quyén/muc dich, thu nhén va chat luongtheo  Qudn ly trang thdi mau, thay déi chi thé vé
khdch hang ngdn hang. thiét bi/phuong thiic dugc duyét. khd ndng st dung theo tenant.

Truéng hop Diéu kién

Chua cé mau / mau bi thu hoi Chuyén enrollment riéng hodc phuong thirc khdc Khéng tu enrollment trong thanh todn

Thay thiét bi / doi bridge Onboarding lai theo policy Khéng suy dién D114 danh tinh khdach hang
Rut dongy / két thic dich vu Chdn dung theo quyén; x ly luu/xdariéng Retention, backup va cén cirtheo hgp déng
Pham vi matching 1:1v3i subject dé xdc dinh; khéng tim kiém lién ngén hang hodic chia sé mau méc dinh.
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Anytime, Anywhere

A15 / PROFILE VA PIEU KIEN PHE DUYET @ GolPaperLess

Chon mét profile giao dich, kiém thir dén cuing
Profile SDK API-only |& phuong &n chinh dé xuat; step-up OIDC |4 phucsng dn tuy chon

NGi dung SDK API-only / chinh OIDC step-up / tuy chon

Khai chay Backend cap requestToken; Frontend goi SDK BFF tao yéu cau OIDC gdn AR; browser redirect
Diéu phdi xdc thuc Dich vu yéu cau/Capture; khong bat budc SPI Keycloak Authentication Flow/SPI kiém context
Pudng tra két qué SDK bdo UX; Backend pull bdng chiing Code vé BFF; Backend pull bdng chiing riéng
Quyét dinh TCTC Backend kiém consent/context/state roi APR Cung quy tdc; ID token khéng thay JWT_AUTH
Diéu kién duyét API/SDK dé co; trust, Capture va UAT dudc kiém Cong thém flow bdt budc, dé mai va lién két OIDC
M3 pilot DU SDK/thiét bi, Core contract, trust, dit liéu, véin hanh va ngudi phé duyét truéc ngay O.
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