MOBILE-ID

Anytime, Anywhere

@ GoPPaperLess PE XUAT HOP TAC PHAN MEM / TAI CHINH

GoPaperless

UNG DUNG DOI TAC

Tich hdp giao két sé
vao hé thong hién hiiu

5] Héso

Thoa thudn dich vu

5] Tailieu

Bon lua chon. Mét nén tdng mé rdng. 3 Kétqua

) Tailidu va béing chiing

O1Portal API

02 Universal API: External Signing
O3 Universal API: Internal Signing
04 Document Gateway

Hinh minh hoa - API: giao dién Iap trinh ing dung

Bon hudng tich hop - Tdi sir dung ndng luc - M& rong theo nghiép vu
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MOBILE-ID

Anytime, Anywhere

%R GoPaperLess PE XUAT CHO LANH PAO PHAN MEM / TAI CHINH

Hodn thién ndng luc giao két trong san pham

Mot I8p dich vu cho dinh danh, tai liéu, ky sé va bang chiing.

% Tan dung két ndi sdn | Gilrtrong tam nghiép vu

Khai thdc cdc kénh RAR/VNelD, CA va dich vu ky trong pham Péi tdc gitr sédn phdm, khdach hang vé quy tdc nganh.

vi dugc cap; gidm céng xdy dung tiing ké&t noi. GoPaperless cung cdp ndng luc cé thé tdi st dung.

=] Chon diing cdch tich hgp |~ Bat dau véi SaaS chudn

01 Portal API - 02 External Signing Du kién khodng 02 tudan lam viéc ti khi ¢4 déu véo; chon
O3 Internal Signing - 04 Document Gateway. PAYG/Top-up hodic cam két doanh nghiép.

Pé nghi théng nhét nghiép vu, hudng tich hgp va déu méi; chét pham vi truéc ké hoach chi tiét.
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MOBILED @ GoPaperLess  PHAN MEM NAO CAN GOPAPERLESS? PHAN MEM / TAI CHINH

Anytime, Anywhere

Nhdn ra bai todan ngay trong phan mém cua ban

TU phan mém qudn tri dén nén tdng ngdnh: dua giao két vao ding budc dang phat sinh tai liéu.

ik = O
= = J A
CRM ERP LOS HRM / HCM
Hgp déng bdn hang, gia han Mua hang, nghiém thu, nha Thdéa thuén trong ho so vay Hgp dong lao déng, quyét dinh
cung cap

> e : ~

DMS / ECM BPM /CLM Céng dich vu Saa$S / phan mém nganh
Tadi liéu, phién bén, hé so Quy trinh vé vong ddi hop déng Khdach hang, déi tdc tu phuc vu Bdo hiém, y té, gido duc, phdp
ly

M&i nhdm giilr quy tdc chuyén ngdnh ctia minh; GoPaperless bé sung I8p giao két va trd két qud vé ho sa.
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MOBILE-ID

Anytime, Anywhere

@ GolPapeRrLess TRUGC & SAU PHAN MEM / TAI CHINH

Noi budc ky vao hanh trinh dang van hanh

M&t thda thudn dudc tao tur dit liéu nghiép vu; ngudi dung khéng phdi tu ndi cdc ban file.

% Quy trinh tach rai % Quy trinh tich hgp
Xudt tai liéu, gti email, chuyén céng cu ky. Phdat hanh tir phan mém hién hiu.
Hi tién dd, tdilai ban ky va cép nhat thd cong. NgudGi tham gia xu ly theo hanh trinh dé chon.

Khoé déi chiéu ngusi, phién ban va két qua.

Backend xdc minh roi cép nhat ding ho so.

Po hiéu qué bdng hé sc hoan tat, thsi gian x& ly, céng tich hdp va s6 yéu cau tra sodt.
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MOBILE-ID

Anytime, Anywhere

@ GolPapeRrLess GIA TRI BA BEN PHAN MEM / TAI CHINH

Moi Igi ich di cling c6 ché va cdch do

Ddénh gid trén hod s hodn tat, thay vi chi dém sé lan goi API.

& Péi tdc 2 Ngudi dung cudi |~ Mobile-ID

Tdi st dung Viewer, hanh trinh va két Nhén dung viéc, x( ly ti xa, gidm Cung cép nén tang, ho trg thiét ké,

ndi ky theo hudng chon. chuyén file va hdi tién do. kiém th va van hanh theo pham vi.

Do céng xdy dung/bdo tri, mic st dung Do thdi gian hodn tat, bd d3 va yéu cau Do chat lugng dich vu vé san lugng hop
va [Gi nhuéin déng gdp. ho tra. 8.

Dling s6 nén trudc trién khai va cung dinh nghia chi tiéu dé so sanh cdng bdng.
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MOBILE-ID £ GoPaperLess  NANG LUC NATIVE PHAN MEM / TAI CHINH

Anytime, Anywhere

Mot két ndi, nhiéu ndng luc dudc tadi sir dung

Native: ndng luc dé tich hgp trong hé sinh thai, dugc bat vé cau hinh theo pham vi cung cap.

O .
O RAR/VNelD @ CA truc tiép O\<< RSS
DBinh danh, déing nhdp, chia sé theo Chiing thu va dich vu ky dudc ho tro Dich vu ky s6 tu xa
quyén
O\<< Trusted SIC ro\ GoPaperless SSO ﬁ Piéu phoi & két qua
Tuong tdc va Oy quyén ky Ddang nhap lién két ing dung Tai liéu, ngudi tham gia, trang thdi

Péi tdac tap trung véio nghiép vu; khéng phai tu két néi truc tiép tét cé thanh phan nén.
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MOBILETD @ GoPaperLess  KET NOIDINH DANH & KY PHAN MEM / TAI CHINH

Anytime, Anywhere

Tén dung kénh két ndi, chon ding hanh trinh

Cdc kénh dugc cau hinh theo nghiép vu, quyén khai thdc va nhd cung cap.

© RAR/VNelD ) Céc CA dudc hd trg Q. RSS/ Trusted SIC

Dinh danh, ddng nhdp hodc chia sé Tdan dung chung thu hién hiru hodc dich Tdi st dung thanh phan ky ti xa, tucng
théng tin dung muc dich. vu ky phu hgp. tdc va Gy quyeén.

Ung dung nhan dit liéu/két qué trong Chét CA, chiing thu, quyén dai dién va Gan két qud ky v8i ding ngudi, tai liéu
pham vi dugc cap. diéu kién xdc thuc. va hé sao.

Cé két ndi nén khéng déng nghia moi ddi tdc dugc truy céip RAR truc tiép hodc khai thdc moi thudc tinh.
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MOBILE-ID

Anytime, Anywhere

@ GoPPaperLess CO SO TIN CAY PHAN MEM / TAI CHIiNH

Chitng nhan dung chi thé, gid tri diing pham vi

Kinh nghiém dinh danh, PKI v& ky s& dudc bé sung bdng hd s chiing nhéin theo ding pham vi.

Cht thé / pham vi céong bo Y nghia cho thiét ké

ISO/IEC 27001:2022 Hé théng qudn ly an todn thong tin (ISMS) theo chiing Doéi chiéu pham vi hé théng va hoat déng
chi Mobile-ID dugc ching nhan

OpenlD Certified Mobile-1D SSO v1.0; bén cung cap OpenlD Connect Tham chiéu khd ndng ddng nhép lién két
(OP) theo hd s ching nhén

FIDO2 Trusted Hub FIDO2 Server; Trusted Key Authenticator Xdc thuc manh; khéng thay thé chirky sé
SDK theo s&n pham trén tailiéu

FIPS140-3 Level 3 Trusted Key Token Cryptographic Module, hd so NIST Bdo vé trong ranh gidi module; PQC va
#5331 Ung dung dugc danh gia riéng

Chiing nhén thanh phan khéng phéi chiing nhén toan bd GoPaperless; hd sa goc dudc ddi chiéu khi tham dinh.
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MOBILE-ID

Anytime, Anywhere

@ GoPaperLess BON HUGNG TiCH HOP PHAN MEM / TAI CHiNH

Chon cach dua giao két vao san pham

External va Internal la hai phuong thirc cia Universal API.

01 Portal API E 02 Universal API: External Signing E
Tu ddng hda tdc vu ctia quy trinh duge qudn ly trén GUi I6i m&i dé ngudi tham gia xU ly sau; dong bd két qud bat
GoPaperless Portal. dong bo.

03 Universal API: Internal Signing — 04 Document Gateway 8
Tao phién tir iing dung, chuyén tdi giao dién ky va quay lai Nhung trinh xem va thao tdc tdi liéu dugc hé trg vaio man
hanh trinh. hinh déi tdc.

O1Portal APl - 02 External Signing - 03 Internal Signing - 04 Document Gateway
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MOBILE-ID % GoPaperLess  HUGNG DAN LUA CHON PHAN MEM / TAI CHINH

Anytime, Anywhere

o N

Bat dau tir ndi ngudi dung nhan va xir ly viéc

Mt t6 chiic c6 thé dung nhiéu hudng cho cdc nghiép vu khdc nhau.

O1 Cantudonghda trén Portal? E 02 Can gti I6i mai xir ly sau? E
Chon Portal APl khi muén gilt méi trudng quadn ly quy trinh Chon External Signing khi th&i diém x&r ly ctia ngudi nhén
trén Portal va tu déng hda téc vu dudc cap. tdch khoi phién su dung Uing dung.

03 cCanky réi quay lai itng dung? — 04 Can Viewer trong man hinh hé sg? S
Chon Internal Signing khi budc ky ndm trong mét hanh trinh Chon Document Gateway khi doi tdc can trinh xem va thao
dich vu dang dién ra. tdc tailiéu trong giao dién san pham.

Sau lua chon ban dau, chét quy trinh, phucng thic ky, dit liéu, thiét bi vé yéu céau vén hanh.

Mobile-ID | GoPaperless www.mobile-id.vn | gopaperless.mobile-id.vn 10 / 51


https://www.mobile-id.vn

MOBILE-ID

Anytime, Anywhere

@ GolPapeRrLess SO SANH / NGHIEP VU

Cung muc tiéu, khac ngi diéu phéi va trdai nghiém

External/Internal khong phdn logi ngudi dung trong hay ngodi doanh nghiép.

O3 Internal

PHAN MEM / TAI CHINH

04 Gateway

Tiéu chi O1Portal API 02 External
biém bat dau Ung dung tao tdc vu trén H6 sG va I8i mdi
Portal
Giao dién Portal theo quyén/cdau hinh  Lién két mdi; giao dién xt ly
Diéu phoi Portal theo quy trinh dugc Universal theo cdu hinh ho
cap sG
Theo doi Portal + déng bd doi tdc Universal + d6i sodt doi tdc
Phu hop Diéu hanh hé s tdp trung M&i khdch hang/doi tac ky
sau

Quy tdc nganh va quyét dinh hoan tat nghiép vu van do déi tdc quan ly.

Phién dich vu trong uUng
dung

Chuyén téi gioo dién ky:;
quay lai

Universal xt ly ky; déi tdc
gitr phién nghiép vu

Ung dung + xdac minh mdy
chu

Pang ky dich vu truc tuyén

Mobile-ID | GoPaperless www.mobile-id.vn | gopaperless.mobile-id.vn

Man hinh ho so déi tdc
Viewer nhing; cé thé mé
ung dung ky

Gateway xU ly tai liéu; doi
tac gilr quy tdc nganh

Ung dung + xdc minh mdy
chu

Tdc nghiép ngay trén phan
mém

11 /51


https://www.mobile-id.vn

MOBILE-ID

Anytime, Anywhere

@ GolPaperLess 01/ PORTAL AP PHAN MEM / TAI CHINH

Tu dong hdéa quy trinh dudgc quan ly trén Portal

Phu hop ERP/CRM/DMS muén déng bd tdc vu ma van s dung mdi trudng Portal.

Budc 1 Budc 2 Budc 3 Budc 4
Khéi tao — Diéu phoi — Xuly —~ Doéngbd
Mdy cha déi tdc gli tdc vu Portal qudn ly tién dé Ngudi tham gia trén Portal Xdac minh roi cép nhat

[~ Tdi s dung & cdu hinh > Phdn d8i tac phat trién

Giao dién Portal, mau vé vai trd theo chiic ndng dudc cap. Chu Mdy chi ing dung (backend) dnh xa mé hé sa, goi tdc vu va
hoé sa/t6 chiic qudn ly ngudi tham gia; déi tac quan ly dit liéu dong bd. Chot API, tai khodn dich vu va quyén trudc khi lap
nguon. trinh.

*  Dirliéu: Portal gilr ho so xtr ly; bén ngudén/bdn ky vé han luu theo thiét ké.
*  Diéukién: chitc ndng trén giao dién chi dugc tu déng hda khi cd APl dp dung.
*  Pilot: tao ding ho so, phdn ding ngusi; trd trang thdi va bdn két qud vé CRM.

Chon khi cén quan ly tap trung trén Portal; pham vi tdc vu APl dugc xdc lap trong bd tich hgp du dn.
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MOBILE-ID

Anytime, Anywhere

@ GoPPaperLess 02 / UNIVERSAL EXTERNAL PHAN MEM / TAI CHINH

Gui I8i m&i, nhan két qua bat dong bo

Phu hop khi khdch hang hodc dai dién t6 chic x ly & thdi diém thudn tién.

Budc 1 Budc 2 Budc 3 Budc 4
Tao hé sa —~ Mgixutly _» Thuc hién . Ddisoat
Backend luu mé vé token Ngud&i nhdn mé lién két Kiém tra, ky hodc tir choi Tra ctu va nhén bén ky

[~ Tdi s dung & cdu hinh > Phdn d8i tac phat trién

Universal qudn ly hanh trinh I8i m&i va ngudi tham gia theo cau Tao ho so, tép va ngudi tham gia; ti€p nhén thong bdo, tra clu
hinh. Chon vi tri ky, trinh tu va th&i han trong pham vi ho tro. trang thdi va luu két qud. Kiém tra email va lién két véi dung
khdch hang.

* Dirliéu: backend gilr ma nghiép vu; tailiéu xt ly /luu gilr theo moi trudng da chon.
*  Ngoailé: 18i mdi khéng tai, tir chéi, hét han, théng bdo chédm hodc trung.
*  Pilot: hodn tat sau khi ngudi dung r&i CRM; két qud dugc xdc minh va déng bé.

External la tén phudng thuc tich hap; khéng gidi han ngugi ky la khach hang bén ngoai.
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MOBILE-ID

Anytime, Anywhere

@ GoPPaperLess 03 / UNIVERSAL INTERNAL PHAN MEM / TAI CHINH

Ky trong hanh trinh chuyén hudéng va quay lai

Phu hgp budc xdc nhén thda thuén trudc khi hodn tat déng ky dich vu.

Budc 1 Budc 2 Budc 3 Budc 4
Bat dau — Tao phién _» Chuyén hudng — Quay lai
Ngudi dung yéu cau ky Backend tao lién két Giao dién ky xtr ly Backend xdc minh két qué

[~ Tdi s dung & cdu hinh > Phdn d8i tac phat trién

Universal cung cap giao dién ky. Déi tdc gilt phién dich vu, cdu Tao phién, diéu hudng, bdo vé ma lién két; nhén quay lai, tra
hinh dia chi quay lai v& néi phién v3i ding ngudi, tai liéu. cliu va tiép tuc nghiép vu. Bé sung ddi sodt néu ngudi dung
khéng quay lai.

*  Dirliéu: ngudn & iing dung; bén ky vé bdng chiing déng bo theo thiét ké luu git.
*  Diéukién: chét dudng tra cliu, vong ddi phién, thiét bi va dia chi quay lai.
*  Pilot: khdng nham phién; déng trinh duyét vén déi sodt dudc theo co ché dé nghiém thu.

Internal I phucng thirc tich hgp, khéng phadi gidi han nguai ky Ia nhan vién ndi bo.
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MOBILE-ID

Anytime, Anywhere

@ GolPapeRrLess 04 / DOCUMENT GATEWAY PHAN MEM / TAI CHINH

Xem va xt ly tai liéu ngay trong san pham

Phu hop man hinh tdc nghiép can gilr ngir cdnh ho s cla dai téc.

UNG DUNG DOI TAC / VIEWER NHUNG

Giao dién (frontend)

N , . . Nhing Viewer, c@u hinh mién va trdi nghiém.
rartied THOA THUAN DICH VU Kot qud Git bi métt dich vu tai backend o
Théa Xdac minh tai
thudn.pdf may chu

. O A W ) °
e trudc déng ~ Nguditham gia

gudi tham gia A . )

0o. Xem, chudin bj va ky theo quyén. Phuong
thiic ky cé thé mé iing dung ngodi.
Théng tin ky

Backend déi tdc

i

=] Vitri ky dugc céiu hinh @

Tao phién, gilr token, xdc minh trang thdi/tai
liéu réi cdp nhét nghiép vu va kho dé chon.
Giao dién minh hoa - Dirliéu gid lap
Pilot: kiém tra cd nhing, phuong thiric ky va két quad; su kién Viewer khong thay thé xdc minh tai mdy cha.
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MOBILE-ID

Anytime, Anywhere

@ GolPaperLess Vi DU XUYEN SUOT

Mot théa thudn CRM, bén hanh trinh

D liéu gid I&p: CRM-HD-0001; thda thudn va phu luc; khdch hang A, dai dién t6 chirc B.

CRM tao tdac vu . Portal giao viéc . Portal xuly

CRM phdat hanh . A/Bnhan I&i mdi , M@ lién két va ky

A bdt dau trén CRM . Chuyén téiky . Quay vé CRM

M3 hé sG trén CRM . Viewer hién thi ,» Xuly trong ngir canh

B van x( ly theo vai tré/trinh tu da chon; mdt phién ngudi dung khéng thay thé viéc hodn tat todn ho sc.
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PHAN MEM / TAI CHINH

CRM nhdn két qué

Backend doi sodt

Backend xdac minh

Backend nhdan bdan ky
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PHAN MEM / TAI CHINH

MOBILE-ID @ GolPaperLess ODOO & SAP

Anytime, Anywhere

Pua giao két vao ludng quan tri doanh nghiép

Phuong dn tich hdp qua APl/adapter theo du dn; khong mdc dinh cé connector dugc ching nhan.

Odoo: CRM va Sales 2 0Odoo: Purchase va HR
Phét hanh théa thuéin tir co hdi/don hang. External mdi ky sau; Gdan hé s6 nha cung cdp hodic hdp déng nhan su. Chon
Internal dung cho hanh trinh dang thuc hién. Két quéa vé bdan ghi Portal/Gateway theo ngi xt ly. Kiém tra phién bdn, mé hinh
nguon. trién khai va quyén API.
= SAP: ho sd nghiép vu > SAP: 18p két noi
Hgp déng, mua hang va nghiém thu. Téang tich hop noi dir Khdo sat APl va SAP Integration Suite khi phi hop. Chét su
liéu/tdi lidu vSi GoPaperless; ban ky vé trang thdi quay vé ho kién kich hoat, mapping, quyén, luu trit v t& hop ky trudce trién
sad SAP. khai.

Giir nén téng doéi tdc lam hé théng nghiép vu; adapter va quy tdc nganh dudc thiét ké theo phién ban thuc té.
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PHAN MEM / TAI CHINH

MOBILE-ID @ GoPaperLess DYNAMICS 365 & FILENET

Anytime, Anywhere

Giir ho sc goc, bd sung budc giao két

Phuong dan kién tric dé xuat; lua chon cudi cung phu thudc ting dung va méi trudng.

& Dataverse / Power Platform

Dynamics 365

Khdo sat Web API va ludng tu ddng phu hdp. Anh xa ban ghi,

Gan théa thudn vai khach haing/co hdi hodc hé sa dich vu.
tdi liéu, callback va trang thdi; xdc nhén quyén/gidy phép.

External cho I8i m&i; Internal cho budc ky truc tuyén.

=

=] IBMFileNet —= Két qud quay vé kho

Adapter nhén ban ky, kiém tra todn ven réi luu ding hd
sd/phién bdn. Khdo sat Content Navigator vé co ché mé rdong

hién hiu.

Gilt kho n6i dung va metadata 6 FileNet. Gateway cho madn
hinh tai liéu hodc External dé md&i ngudi tham gia.

Tich hdp qua APl hodic adapter du dn; khéng dung tén héing dé ngu y quan hé ddi tac hodc connector dd cé.
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MOBLLETD @ GoPaperLess  NEN TANG & PHAN MEM NGANH PHAN MEM / TAI CHINH

Anytime, Anywhere

M3 réng tu titng nghiép vu ¢6 nhu cau that

Hudng ggi y can dugc khdo sat; khéng phdi danh muc connector sdn cé.

Salesforce / SharePoint ) LOS/béo hiém
Hop déng gdn khdch hang, co hdi hodc thu vién tai liéu. Khdo Thoa thudn trong quy trinh dé dugc duyét. Internal/Gateway
sat API/Power Automate; chét connector thuc té va phién bdén cho hanh trinh sé; External cho ngudi xtr ly sau. Trd két qud vé
trudc st dung. ho s6 nganh.
=] Yté&/gidoduc /phdply ¢ SaaS nhiéu khdach hang
Ho6 so hénh chinh, thda thudn va tai liéu phu hap. Dung lai két ndi; tdch tenant, quyén, cau hinh va doi sodt.
Portal/External diéu phoi; Gateway ho trg tdc nghiép. Quy tdc Chon t6 hop hudng theo tling nghiép vu v nhém ngudi dung.

chuyé&n ngdinh do déi tdc chét.

BPM quan ly quy trinh; CLM qudn ly vong ddi hdp dong; GoPaperless b6 sung budc giao két va bang chiing.
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MOBILE-ID

Anytime, Anywhere

@ GoPaperLess CAC LGP CUA HANH VIKY PHAN MEM / TAI CHINH

Chon phuadng thuc ky theo dung Iép nang luc

Ddang nhép, xdc thuc va déng y khédng tu tao ra chit ky sé trén tai liéu.

Chu thé & tham quyén Cd nhén hodc dai dién t6 chic; xdc dinh quyén dung chiing thu va quyét dinh nghiép vu.
Ching thu & dich vu ky USB Token, ky s6 ti xa (RSS), dich vu ndi bd theo pham vi; chon CA va chiing thu phu hop.
Dinh danh & xéc thuc SSO ddng nhap mdt lan; VNelD theo quyén; xdc thuc va Gy quyén theo phucng thic ky.

Théanh phan tich hap Trusted SIC v& RSS hoé trg hanh trinh; GoPaperless xtr ly tai liéu va lién két két qud.

Két qud co thé kiém tra Ban da ky, trang thdi, chiing thu va bang chiing dudc cap; kiém tra bdng phusng phdp mat ma.

CA: t6 chic cap chiing thu. RSS: Remote Signing Service. Trusted SIC giir tén thusng mai chinh thic.
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MOBILE-ID

Anytime, Anywhere

@ GoPPaperLess QUY TRINH NHIEU VAI TRO PHAN MEM / TAI CHINH

Phé duyét va ky la hai nhiém vu khac nhau

Vi du cau hinh: ngudi soan chuan bi, ngusi duyét kiém tra, cdc bén ky, ch hé so kiém tra két qua.

Cpathann

Mau, dirliéu, phién bdn . Kiém tra tham quyén/ndi dung . Khéa bdan phdt hanh theo thiét ké

Khach hang A ky
-
TU chdi / hét han: x{ ly theo .’

chinh séch Kiém tra ban ky; CRM hodn tat

Dai dién B ky /

Vai trd theo cdu hinh

Minh hoa trinh tu phé duyét trudc, nhdm ky song song sau; dp dung khi cau hinh dugc xdc nhéan.

Ludng tir chdi/hét han va quy tdc tham quyén dudc théng nhat; khéng mdc dinh cé ré nhdnh hodic thay ngudsi.
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Anytime, Anywhere

@ GoPPaperLess DICH VU TIN CAY TiCH HOP PHAN MEM / TAI CHINH

Tiép c@n cdng nghé mdi tir nén tédng dung chung

Cdc co ché da tich hgp trong hé sinh thdi theo pham vi sdn pham; cau hinh dp dung dudc chon cho du dn.

7 B = A :
= 'R
TSA e-Delivery Trusted LTANS PQC EUDI Wallet
Mé&c thdi gian tin cdy Giao nhdn c6 bdng Bdo qudn va kiém Chuyén déi thudit Xuat trinh va xdc
chung chung dai han todn cé kiém sodt minh thudc tinh

Tao hé sé / Pinh danh / Ky / Thai gian / Giao nhdn / Bdo qudn

Pham vi k¥ thuét, tucng thich véa diéu kién cung cap dich vu dugc chét riéng; khéng suy ra gidy phép tur két néi.
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Anytime, Anywhere

@ GoPaperLess KIEN TRUC THAM CHIEU PHAN MEM / TAI CHINH

Tdach giao dién, giao tiép may chu va dirliéu

Ranh gidi logic cho thiét ké; vi tri vat ly phu thuéc mé hinh trién khai.

RANH GIGI DOI TAC RANH GIGI GOPAPERLESS
. o o o Giao dién
Giao dién / phién ngudi dung . __ » O1Portal API RSS, Trusted SIC, CA,
Quyén Viewer t6i thiéu 02 External - 03 Internal > SSO theo pham vi

04 Document Gateway

|

Credential dich vu, mé ho so
Xdc minh / déi sodt / kho nguédn

Tai lidu & két qué Bang chiing

s Thong be Kho xu ly theo mé hinh ~ TSA /kho /LTANS theo
dng bdo du dn

Nét lién: APl / dirliéu - Nét dut: giao dién - Nét cham: théng bdo
Backend bédo vé bi mét va déi sodt; frontend chi nhdn quyén phién can thiét. Kho géc va kho két qué dugc chét riéng.
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Anytime, Anywhere

@ GoPPaperLess BAO MAT & QUAN TR PHAN MEM / TAI CHIiNH

RGi ro dudc gan va&i kiém sodt va trach nhiém

Cdc kiém sodt dudi day I& yéu cau thiét k&/ nghiém thu; co ché hién cé xdc nhén theo phéan hé.

Kiém sodat thiét ké Chu thuc hién Bdng ching

Lo credential / token Bi mat tai backend; c@p quyén téi thiéu; thu Hai bén theo méi trudng  Kiém tra cdu hinh va log
hoi/doi khda

Nhéam nguéi / phién Lién két phién, danh tinh, tai liéu; kiém tra Péitdc + dich vu Tha phién sai/hét han
redirect/mién

Gid mao / xurly trung Xdac minh thédng bdo theo hop déng; tra cliu; ghi  Backend déi téc Th gid mao/trung/chdm
nhén mét lan

Truy cép chéo t6 chiic Rang budc tenant, quyén tailiéu va kiém tha Hai bén Khong doc/tdi dugc chéo
phu dinh

Dirliéu qua pham vi Muc dich, quyén x( ly, han luu vd pham vi Cha dirliéu + phdp ché Chinh sdch va bién ban thu
xudt/xda

Xdc thuc ngudi dung khong thay thé quyén dai dién; co ché webhook RSS khéng mdéc dinh dp dung cho Universal/Gateway.
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Anytime, Anywhere

@ GoPPaperLess TAI SUDUNG & CONG VIEC PHAN MEM / TAI CHIiNH

Gidm phan tu xdy, giir quyén quyét dinh nghiép vu

Lgi ich th&i gian dugc do ti khi dG déau véo; khédng dp dung sé ngay chung.

Néu tu xdy GoPaperless cung cép / tdi st dung Péi tdc con thuc hién

Viewer va man hinh xt ly Giao dién theo huéng tich hop Nhing/diéu hudng, qudn ly phién va thuong
hiéu

Quan ly ngudgi tham gia Vai tro, trinh tu va thao tac theo phén hé Thém quyén, quy tdc nganh, dnh xa dirliéu

Két néi dich vu ky Phuong thiric vé chiing thu theo cdu hinh Chon t6 hop CA/thiét bj v nghiém thu

Trudng va vi tri ky Template, toa do/tur khda khi API ho tro Mau, phién ban; kiém tra tran/cat vi tri

Két qué va theo doi Théng bdo/tra ctu/tailiéu theo hop déng API Xdac minh, déi sodt, luu gilt va cdp nhét nghiép
vy

DPau vao: mau, quy trinh, phuong thirc ky, san lugng, méi trudng va dau méi; chét trude udce lugng trién khai.
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Anytime, Anywhere

Du kién khodng 02 tudn lam viéc dé go-live

RESTful SaaS, mdt nghiép vu chudn, tir khi di dau vao, quyén va mdi trudng.

Ngay 1-2 Ngay 3-5 Nelo\AENS Ngay 8-9 Ngay 10

Khéo sdt & cau Tich hgp dau cudi SIT & ngoaqi lé UAT & pilot Go-live

hinh

Chon huéng, mau, API, giao dién, thong Kiém thi tich hop, Chap nhén nghiép vu, Duyét pham vi, ban
ngudi, phuong thic ky:; bdo va dong bo. phién, quyén, déi sodt. tha gidi han, ddo tao. giao va gidm sat.

cAp quyén.

DPau vao: mau, quy trinh, phuong thic ky dudc ho trg, dir liéu thir va dau méi san sang.

Lich du kién cé diéu kién; phé duyét, cap chiing thu, connector méi, on-premise va tuy bién I8n tinh riéng.
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Anytime, Anywhere

Mot phiéu thir nghiém trudc khi phat trién rong

Pilot |& thir nghiém gidi han dé xdc nhén gid tri va diéu kién vén hanh.

% Pham vi nghiép vu % Moi truong & dirliéu

CRM-HD-0001; méu théa thudn va phu luc; khdch hang A va Dt liéu gid |ap; quyén t6 chiic, thiét bi va CA d& chon. Chét
dai dién B. Chon huéng 01/02/03/04 va phucng thuc ky. phién ban, diém do, ngudi xi ly va phu thudc.

|~ Tiéu chi & cach do ) Quyét dinh sau pilot

DPung ngudi/ban/trinh tu; két qud vé CRM; do thdi gian, ho so Chu nghiép vu xdc nhén gid tri; ky thudt xdc nhén két qud; van
hodn tat, 16i, bd d& v céng tich hap. hanh nhdn ban giao. Maé rong khi dat nguéng da duyét.

Ngudng, sé mau, thdi gian va sén lugng thir do hai bén duyét; khéng dung dir liéu thét trudc khi dude phép.
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MOBILETD @ GoPaperLess VAN HANH & NANG CAP PHAN MEM / TAI CHINH

Anytime, Anywhere

Duy tri nén téng, gidm cong thay doi phia doi tac

Néang cdp théinh phan nén trong gidi han tucng thich ctia phién ban API.

= Van hanh cé diém do ) Phuc héi cé ddi soat

SLA/SLO theo dich vu, muc su cd, phdn héi va hé trg. Chét CA, Callback mat/chdm: tra ctiu mdy chd, xdc minh ban ky, ghi

dinh danh, mang va trach nhiém phu thuéc. mot két qud nghiép vu. Pdng trinh duyét khéng tu két luén that
bai.

= Nang cdp lién tuc =] Quyén chi ddng dai han

Duy tri nén tdng theo chinh sdch cung cdp; kiém sodt phién Ma trén ho trg, xudt bén ky/bdng chiing, retention va két thic
ban, théng bdo thay déi va mbi trudng thi. Thay déi dnh hudng dich vu. RTO/RPO theo thanh phan; gitr khd néng kiém ching.

tich hdp cé ho trg chuyén doi.

Gidm pham vi chinh phén mém khi néng cap nén; khéng bdo ddm moi thay déi déu khéng céan Iép trinh lai.
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Anytime, Anywhere

@ GoPPaperLess THANH TOAN LINH HOAT PHAN MEM / TAI CHINH

Bat dau theo nhu cdu, mé rong theo cam két

Tdach méd hinh thanh todn khdi mé hinh hop tdc va pham vi ho trg.

|~ PAYG / Top-up |~ Enterprise Commitment

Nap trudc, dung theo nhu céu Cam két theo ky
Trir theo don vi hop 18; theo déi s6 du, cdnh bdo va nap bb MUrc chi tiéu/sdn lugng, déi sodt va vugt mic theo thda thudn.
sung. Phu hgp giai doan dau hodc sén lugng bién ddng. Phu hgp doanh nghiép du bdo dugc nhu cau.

Pan vi tinh: ho so / tai liéu / chitr ky theo goéi. Chét nhiéu ngudi ky, retry, 16i/hidy va phi dich vu ngodi.

Hop tdc: dung ndi bd - OEM/déng thuong hiéu - déi tdc cung cdp cho khdch hang - SaaS nhiéu t6 chc.

Chét don vi, han sé du, 16i/hdy/retry va dich vu ngodi; gid va diéu kién tai chinh theo dé xuat dugc duyét.
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Anytime, Anywhere

@ GoPaperLess HIEU QUA PAU TU

PHAN MEM / TAI CHINH

Tinh hiéu qua tir hé so hoan tat va dong tién

Mé hinh dién dir liéu; ba kich ban thay déi dau vao, khéng phdi két qud khdch hang that.

Ba kich ban

H6 s hodn tat N Dau tu ban dau 10 Than trong / co s3 / tdng trudng
Chi phicili / h6é s CO Chi phi c6 dinh ndm F N, CO, C1, F khdc nhau
Chi phi bién d6i mai C1 Néng cdp / chuyén doi

Dong tiénrongndm =N x (CO-C1) + M -F
M: IGi nhuéin déng gép tdng thém chua tinh trong cdc khodn tiét kiém.

Hodn von: thdi diém dong tién tich Iy bu 10. ROl ky = (Igi ich ky - chi phi ky) / chi phi ky.

10 chi tinh mdt lan. Nang luc nhén su gidi phdng khdng méc dinh & tién tiét kiém thuc tra.

Péi tac phan mém do Igi nhuéin déng gép; tai chinh do chi phi/thdi gian/rii ro. Khéng céng triing Igi ich.
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Anytime, Anywhere

Lgi thé di cing hanh ddng trién khai

SWOT: diém manh, diém yéu, cc hdi va thdch thic.

= Diém manh = Piém yéu / gidi han

Nhiéu CA, thiét bi va cau hinh ladm tédng ma tran kiém thr.
Tdc dong: chi phi tich hgp. Hanh dong: chuén héa phién bén vé
ho trg.

Bon hudng, nhiéu phuong thirc va téi liéu nén.
Tdc dong: tdi sir dung. Hanh dong: chon t6 hdp nhd cé ca sé dé
nghiém thu.

/7 Co hoi ) Thach thirc

Hé théng ci, gid, dir liéu va phu thudc dich vu.
Tdc déng: van hanh dai han. Hanh déng: TCO, déi sodt, SLA va
ké hoach chuyén déi.

Phan mém ngdnh va kénh sé can giao két gdn véi ho so.
Tdc déng: m3 nghiép vu. Hanh déng: chon ludng cé sén lugng
va déau vao do dugc.

Nhda phdn mém uu tién tdi s& dung/Igi nhudn; tai chinh vu tién dir liéu, bdng chiing va lién tuc dich vu.
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Anytime, Anywhere

@ GolPapeRrLess BUGC TIEP THEO PHAN MEM / TAI CHINH

Chon mét hanh trinh dé bat dau hdp tac

Pé nghi cudc khdo sat nghiép vu va kién tric véi dau méi hai bén.

) Chon ho so & tiéu chi

M&t mau, nhdm ngudi, phucng thirc ky va chi tiéu can cai thién. l@ GOPGPER LESS
% Chon hudng 01-04 Mobile-ID
Portal APl - External Signing ‘- Internal Signing - Document Gateway; Phoi hdp khdo sat va trien khai

khéo sdat t6 hop néu can.

|~/ Chét pilot & trach nhiém info@mobile-id.vn
+84 28 3622 2982

Pham vi Saa$S chuén khodng 02 tudn; tiéu chi, dau méi, www.mobile-id.vn

PAYG/Top-up hodc cam két doanh nghiép.

gopaperless.mobile-id.vn

Mobile-1D phdi hop khdo sdat, cdp b tich hdp theo pham vi va théng nhét ké hoach thir nghiém.
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MOBILE-ID

Anytime, Anywhere

%R GoPaperLess PHU LUC / VONG B3I MG RONG PHAN MEM / TAI CHINH

Sau chir ky la giao nhan va kiém chitng dai han

Vong d&i tham chiéu st dung cdc co ché tich hop trong hé sinh thdi; dich vu dugc bat theo pham vi.

D liéu v& phién bdén _ Ngugi va tham quyén _ Hanh viriéng biét

!

M&c mat mé theo chinh séch Két qué va bdng chiing Duy tri va kiém tra ddi han

= =

PQC xuyén vong d&i: kiém ké thudt todn, chon cdu hinh, thir tusng thich va chuyén déi cé kiém sodt.

Nguon: Trusted LTANS, Trusted Delivery, QuantumSafe, Quantera; s6 db kién tric tham chiéu.

Chon chinh sdch TSA, giao nhén va béo quén phl hdp; xdc nhéin quyén, tucng thich vé diéu kién cung cap.
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Anytime, Anywhere

@ GolPaperLess

Nén tdng giao két

PHU LUC / THUAT NGU

Tra ctu theo nhém; tén trudng va gid tri APl gilr nguyén theo ddc ta.

API

Application Programming Interface: giao dién |Gp
trinh d€ cdc hé théng trao déi.

SSO

Single Sign-On: déng nhdp mét 1an véio cdce Uing
dung dugdc cap quyén.

TSA

Time-Stamping Authority: co quan/dich vu cép déu
thai gian.

PQC
Post-Quantum Cryptography: mat ma hdu lugng tu.

SDK

Software Development Kit: bd céng cu phdt trién
phan mém.

PKIi

Public Key Infrastructure: ha tang khéa céng khai.

HSM

Hardware Security Module: module bdo vé khéa va
thao tac mat ma.

EUDI Wallet

European Digital Identity Wallet: vi dinh danh s6
chéu Au.

Tén tiéu chudn khdng tu chiing minh sdn pham hodc cdu hinh du dn da dudc ching nhan.

Mobile-ID | GoPaperless
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RSS

Remote Signing Service: dich vu ky sé ti xa.

CA

Certification Authority: t6 chiic cdp chiing thu theo
pham vi dich vu.

LTANS

Long-Term Archive and Notary Services: tén nhom
dich vu bdo qudn, chiing thuc bdng chiing dai han;
pham vi phdp ly riéng.

Trusted SIC

Tén thuong mai thanh phan tuong tdc/dy quyén ky;
khéng suy dién tén day dua.
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Anytime, Anywhere

@ GolPaperLess

Ung dung va hanh trinh

PHU LUC / THUAT NGU

Tra ctu theo nhém; tén trudng va gid tri APl gilr nguyén theo ddc ta.

ERP

Enterprise Resource Planning: hoach dinh nguén luc
doanh nghiép.

HRM

Human Resource Management: qudn ly nhén su.

OEM

Original Equipment Manufacturer; trong hgp tac la
dong goi/tich hgp theo thdéa thudn.

Tenant

Pham vi t6 chirc/khdch hang can tdch cdu hinh,
quyén va dit liéu.

CRM

Customer Relationship Management: quan ly quan
hé khach hang.

LOS

Loan Origination System: kh3i tao va xir ly hé sc vay.

SaaS

Software as a Service: phan mém dugdc cung cap
dang dich vu.

Token

Maé truy cép hodc lién két; bdo vé theo quyén vé
vong dgi cua tung loai.

Tén tiéu chudn khdng tu chiing minh sdn pham hodc cdu hinh du dn da dudc ching nhan.

Mobile-ID | GoPaperless
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DMS

Document Management System: qudn ly tai liéu.

IAM

ldentity and Access Management: quadn ly danh tinh
va truy cap.

Viewer

Trinh xem va thao tdac tai liéu theo chuc ndng dudc
cap.

Pilot
Thi nghiém gidi han dé xdc nhan gid tri va diéu kién
van hanh.
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Anytime, Anywhere
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Po luéng va trién khai

PHU LUC / THUAT NGU

Tra ctu theo nhém; tén trudng va gid tri APl gilr nguyén theo ddc ta.

SLA

Service Level Agreement: thoa thudn muc dich vu
theo pham vi va cdach do.

RPO

Recovery Point Objective: muc tiéu diém dir liéu
dudc phuc hoi.

RACI

Responsible / Accountable / Consulted / Informed:

thuc hién / chiu trach nhiém cudi / tham van / nhan
tin.

KPI

Key Performance Indicator: chi tiéu danh gid hiéu
qua.

SLO

Service Level Objective: muc tiéu chat lugng van
hanh.

SIT

System Integration Testing: kiém thir tich hgp hé
thong.

ROI

Return on Investment: hiéu qud déu tu trong ky xdc
dinh.

p95 / p99

Phan vi 95% / 99% cla cdc mau do; phdi kém tdc vu,
clia s6 va diéu kién tai.

Tén tiéu chudn khdng tu chiing minh sdn pham hodc cdu hinh du dn da dudc ching nhan.
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RTO

Recovery Time Objective: muc tiéu thai gian khoi
phuc.

UAT

User Acceptance Testing: kiém thir chdp nhan cua
ngudi dung.

TCO

Total Cost of Ownership: tong chi phi s3 hitu theo
vong ddi.

Callback / webhook

Théng bdo dich vu gli vé mdy chd déng ky khi cé su
kién; khédng tu chiing minh hodn tat.
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Anytime, Anywhere
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Giao tiép va dir liéu

PHU LUC / THUAT NGU

Tra ctu theo nhém; tén trudng va gid tri APl gilr nguyén theo ddc ta.

URI / URL

Uniform Resource Identifier / Locator: dinh danh tai
nguyén / dia chi truy cap.

JSON

JavaScript Object Notation: dinh dang dir liéu trao
doi.

TLS / mTLS

Transport Layer Security / mutual TLS: bdo mat
truyén tdi / xac thuc chiing thu hai phia.

Retry / timeout

Thirlai / hét thai gian chd; phai xdc dinh két qua giao
dich trudc khi tao madi.

CSP

Content Security Policy: chinh sach an toan ndi dung
cua trinh duyét.

PDF

Portable Document Format: dinh dang tai liéu; chir
ky can kiém tra mét mé.

Credential

Théng tin/chiing thuc cdp quyén; loai cu thé phu
thudc giao thuc.

Retention
Chinh sdch/thd&i han luu gitr dir liéu vé bang chiing.

Tén tiéu chudn khdng tu chiing minh sdn pham hodc cdu hinh du dn da dudc ching nhan.
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HMAC

Hash-based Message Authentication Code: ma xac
thuc thong diép dua trén ham bam.

SHA-256

Secure Hash Algorithm, déu ra 256 bit: ham bdm
kiém tra todn ven.

ldempotency

XU ly [&p nhung khéng tao thém clung két qua nghiép
vu; can thiét ké va kiém th.

Sharelnfo

Tén ludng chia sé théng tin theo quyén; khong phai
dong y ky hap déng.
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Anytime, Anywhere

Chung nhan va van hanh

Tra ctu theo nhém; tén trudng va gid tri APl gilr nguyén theo ddc ta.

ISMS

Information Security Management System: hé théng
quadn ly an toan thong tin.

FIPS

Federal Information Processing Standards: tiéu
chud@n x{ ly théng tin lién bang Hoa Ky.

QSCD

Qualified Signature Creation Device: thiét bi tao chir
ky da diéu kién theo khung dp dung.

OAuth 2.0

Khung c@p quyén truy cp; khéng tu déng nghia xdc
thuc danh tinh ngudi ky.

OP

OpenlID Provider: bén cung cap dinh danh theo
OpenlD Connect.

NIST

National Institute of Standards and Technology:
Vién Tiéu chudn v& Céng nghé Quéc gia Hoa Ky.

QTSP

Qualified Trust Service Provider: nh& cung cdap dich
vu tin cdy du diéu kién theo khung dp dung.

Cutover / rollback

Chuyén vén hanh / quay lai cau hinh trudc theo ké
hoach da duyét.

Tén tiéu chudn khdng tu chiing minh sdn pham hodc cdu hinh du dn da dudc ching nhan.
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FIDO2

B& tiéu chudn xdc thuc manh bang khéa céng khai
cla hé sinh thdi FIDO.

ISO/IEC

T8 chic Tieu chudn héa Quéc té / Uy ban Ky thudt
Dién Qudc té.

USB Token

Thiét bi bdo vé khdéa/chiing thu ndi qua Universal
Serial Bus; can thanh phén ho trg.

Escalation

Chuyén cap x{ ly theo mic anh hudng vé trdch
nhiém ho trg.
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@ GolPaperLess

PHU LUC / THUAT NGU

Thuong mai vé nén tdng phdn mém

Cdc thudt ngir bé sung cho lua chon va trién khai dich vu.

BPM

Business Process Management: quan ly quy trinh
nghiép vu.

HCM

Human Capital Management: qudn tri nguén nhén
luc.

Top-up

Nap b6 sung sé du dé st dung dich vu theo chinh
sach.

Adapter

LS&p chuyén déi giao ti€p/dir liéu trién khai theo du
an.

CLM

Contract Lifecycle Management: qudn ly vong ddi
hop dong.

RESTful

Cdch thiét ké API theo nguyén tdc REST; khéng thay
thé hgp déng xdc thuc/schema.

Commitment

Cam két chi tiéu hodc sén lugng theo ky va diéu
khodn théa thudn.

Native

Né&ng luc dé tich hdp trong nén tdng, bat theo pham
vi cung cap.

Pham vi connector, don vi tinh va diéu kién s dung dudc xdc dinh trong bd cung cép.

Mobile-ID | GoPaperless
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PHAN MEM / TAI CHINH

ECM

Enterprise Content Management: qudn ly ndi dung
doanh nghiép.

PAYG
Pay As You Go: thanh todn theo muc st dung hop |é.

Connector

Thanh phén két néi cé pham vi, phién ban va cau
hinh ho trg xdc dinh.

Go-live
Dua pham vi dugc duyét véio van hanh thuc té.
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Tac vu Portal: thiét ké theo bé API dudc cap

Phén biét cudc goi cé tai liéu v8i cdng viéc diéu phdi/doéi sodt dudc thiét ké trong du an.

Ung dung Backend déi téc

Nguaci tham gia

>-

1. Yéu cau tao hé so

2. Téc vu theo hop déng API

3. Giao viéc theo quyén

4. Xuly theo vai tro

5. Theo déi / nhan két qué theo API

6. Trang thdi va tai liéu dudc cap

7. Cap nhat sau xac minh

Ludng logic tham chiéu; bd APl Portal, quyén va cdch dong bo la dau vao bat budc trudce 1ap trinh.
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@ GoPPaperLess 02 / SEQUENCE EXTERNAL PHAN MEM / TAI CHINH

LGi mai tach khoi phién str dung itng dung

Phén biét cudc goi cé tai liéu v8i cdng viéc diéu phdi/doéi sodt dudc thiét ké trong du an.

Nguai ky

Universal

CRM / ngudi dung Backend déi téc

>-

1. Phdt hanh ho so

2. POST create External

3. Token va dirliéu lién két

4. LSi m&i theo cdau hinh

5. Xem / ky / ti chéi

6. Postback néu déng ky

7. GET status; tai khi da diéu kién

8. bdéng bd két qué dé xdc minh

Postback kich hoat tra ctu; lich déi sodt v xdc minh nguén théng bdo la phén thiét ké tich hgp.
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Quay lai t’ng dung khéng phdai két luén hoan tat

Phén biét cudc goi cé tai liéu v8i cdng viéc diéu phdi/doéi sodt dudc thiét ké trong du an.

Ung dung Backend déi téc

Universal

Nguai ky

>-

1. Yéu cau phién ky

-
2. POST create Internal + redirect _uri

3. Lién két ky theo response

4. M3 giao dién ky dudc cap

5. Thuc hién ky

6. Quay lai redirect_uri

>-

7. Tra ciu theo hdp dong dd xdc nhdn

8. Xdc minh, nhén bdn ky, tiép tuc

Néu khéng quay lai: backend van ddi sodt phién chd theo thiét ké; dia chi tra cltu phai dugc théng nhat.
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@ GoPPaperLess 04 / SEQUENCE GATEWAY PHAN MEM / TAI CHINH

Frontend nhing, backend xdc minh két qua

Phén biét cudc goi cé tai liéu v8i cdng viéc diéu phdi/doéi sodt dudc thiét ké trong du an.

Dich vu ky

Ung dung / Viewer Backend déi téc

>-

1.M3 hé sc can xt ly

2. Tao phién tir tai liéu dé chuan bi

3. Token vé quyén phién

4. Cdap quyén Viewer toéi thiéu

5. Xem / chuén bi / thao tdc ho trg

6. Ky theo phuong thirc dé céu hinh

7. Postback néu dang ky

8. Tra ciiu v nhén bdn két qué

Ludng Viewer la tham chiéu; tu diéu phéi prepare/sign qua backend & bién thé thiét ké riéng, khéng goi tring cd hai.
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@ GoPPaperLess PHU LUC / API UNIVERSAL PHAN MEM / TAI CHIiNH

Pudng dan tham chiéu va dau vao tac vu

Theo Universal APIv1.261029; khéng phai collection dé kiém th{ trén sandbox.

Method / path trong tai liéu Déau vao / diéu kién

Tao External POST /api/signing-external/create.json type, name, files; ngudi ky theo pham
Vi

Tra ctu External GET /api/signing-external/{token}/status.json to‘ken; phdn biét trang thdi ngudi va
ho sG

Tai External GET /api/signing-external/{token}/download Chi t&i/cép nhat khi da diéu kién

Tao Internal POST /api/signing-internal/create.json type, name, files, redirect _uri

Tdi Internal GET /api/signing-internal/{token}/download Lién két dung phién va quyén tai

Ngudn: Universal API §2.1, §2.7, muc Download; §3.1, §3.3; s6 trang PDF 5, 11,19-23.

Base URL, xdc thuc, content type, dudng tra ctu Internal va schema dudc phé duyét trong hgp déng giao tiép truéc coding.
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@ GoPPaperLess PHU LUC / API GATEWAY PHAN MEM / TAI CHIiNH

Tdach xu ly tai liéu va tao gia tri chirky
Theo Gateway API v1.261012; APl ky hash khong tu tao tai liéu hodan chinh.

Method / path trong tai liéu Déau vao / két qué

Tao phién POST /gateway/api/signing/create.json type, name, signers, files token

Trang thai GET /gateway/api/signing/{token}/status.json token; xdc minh truéc cp nhat

Chuan bi ky POST /gateway/api/signing/{token}/prepare.json token, signer_id, certificate; dtbs /
dtbs_hash

Hodn tat ky POST /gateway/api/signing/{token}/sign.json token, signer_id, signature_value

Viewer ky GET /gateway/view/signing/{token} Quyé‘n phién, mién va trinh duyét theo
thiét ké

Ngudn: Gateway API §2.3, §5.1, muc status, §6.1-6.2; chi tiét schema tai bd ky thudt.

Théng tin xdc thuc dich vu giir tai backend; quyén phién Viewer phdi tdi thiéu, dudc béo vé khdilog varo ri URL.

Mobile-ID | GoPaperless www.mobile-id.vn | gopaperless.mobile-id.vn 45 [ 51


https://www.mobile-id.vn

MOBILE-ID

Anytime, Anywhere

@ GoPPaperLess PHU LUC / TRANG THAI PHAN MEM / TAI CHIiNH

Giir ngir nghia trang thai theo ting ngir canh

Day & mapping thiét ké tham chiéu; khéng phdi mét enum API chung.

Gid tri theo tailiéu / y nghia Cach dung phia déi tac

Portal / chi ho so Draft, In Progress, Completed Theo di tong thé theo quyén chd ho so

Portal / ngudi tham gia Pending, Signed, Updated, Approved Chi két ludn hodan thanh vai trd tucng Ung

Portal / ngoai lé Declined, Expired; c& sdp hét han XU ly nghiép vu theo chinh sdch, khéng tu phat
hanh lai

Universal / Gateway Gilr nguyén status theo response da xac nhdn Luu gid tri géc + mapping nghiép vu cé phién
bdn

CRM / két quad cudi biéu kién do t6 chiic quy dinh DU bdn ky, ngusi, todin ven va déi sodt réi mai
chot

Nguodn: Workflow Portal tr. 38; Universal/Gateway muc status; mapping CRM & thiét ké du an.

Thirriéng trudng hop mdt ngusi da ky nhung ngudi khdc dang ché; hé s6 khéng dugc ghi nhdn hoéin tat sém.
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Anytime, Anywhere

Bdng chiing thay cho két ludn chung chung

Cadc truoéng hop dudi day dugc chon theo hudng va phuong thuc ky.

Kich ban phai thu

PHAN MEM / TAI CHINH

Bdng ching / diéu kién dat

Nghiép vu DPung ngusi, tai liéu, vai tro, trinh tu, tir chéi/hét han
Hanh trinh M&i ky; chuyén hudng; Viewer; déng trinh duyét

An todn Sai quyén/tenant; token hét han; thong bdo gié
Péng bd Thdéng bdo mat/trung/sai thi tu; timeout tao phién
Van hénh Tai, mat két ndi, khéi phuc, xuat dit liéu

Chuyén production khi 16i ton dudc chap nhén bai diing chi thé va da c6 ngudi nhan vén hanh.
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Bdn két qud va trang thai khép thiét ké

Khéng nhadm phién; tiép tuc hodc phuc héi diing
TU chéi dung; khéng 16 dit liéu hodc bi mat

Poéi sodt dudc; mot két qud nghiép vu

Dat ngudng dé duyét; ban giao cau hinh va
runbook
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@ GoPapeRrLess PHU LUC / RACI BE XUAT

Moi viéc cé mot bén chiu trach nhiém cudi

R: thuc hién; A: chiu trdch nhiém cudi; C: tham van; I: nhéin théng tin. Vai tré dugc duyét khi khai déng.

Céng viéc Chui nghiép vu doi tac CNTT doi tac Mobile-1D
Yéu cau / tham quyén A/R C C

API / cau hinh dich vu C C A/R

Két ndi / dirliéu nghiép vu C A/R C

Cép dich vu CA / dinh danh C C C

UAT / chdp nhéan nghiép vu A/R R C

Van hanh ing dung déi tac | A/R C

Van hanh dich vu Mobile-ID | C A/R

Néu Mobile-ID truc tiép cung cép dich vu phu thudc, cdp nhat cot vai tro; khdng suy ra trach nhiém tir tén san pham.
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Bén phu thuéc
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Anytime, Anywhere

B6 déau ra truédc quyét dinh production

Dung cung phiéu pilot, ma trdn tuong thich va khung SLA di kém.

Noi dung chot Déu ra phé duyét
Pilot Hudng 01-04, mau, ngudi, ky, mdi trudng, s6 mau Phiéu pham vi va ngudng do
Hop déng giao tiép Phién ban, xdc thuc, schema, status, 16i, théng bdo Tdi liéu va ludng thir dé xdc nhén
Dir liéu / luu gilr Kho géc, ban ky, bdng chiing, xudt/xda va quyén Thiét ké dirliéu + diéu khodn xU ly
SLA / runbook Piém do, su cd, gid ho trg, RTO/RPO, chuyén cép Cam két va dau méi vén hanh
Cutover / rollback Cau hinh, backup, tiéu chi dung, dir liéu dang xU ly K& hoach chuyén va bién ban ban giao

K& hoach tuong lai, ho trg, hiéu néng va gidy phép chi trd thanh cam két khi cé pham vi va hé sc phu hap.
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@ GoPPaperLess NGUON / TAILIEU TiCH HGP PHAN MEM / TAI CHIiNH

Tra citu theo tén, phién ban va muc tai liéu

Sé trang dudi day 1a sé trang PDF; bé dp dung dudc cap trong du dn.

Tai liéu Phién bdan / muc st dung

GoPaperless Gateway — API Specification v1.261012; §2, §5, §6; tr. 8, 20-34

GoPaperless Universal — APl Specification v1.261029; §2-3; tr. 5-23

GoPaperless Workflow Portal — Hudng dan V7.0.20260513; tr. 35-38, 65-68

GoPaperless Gateway Viewer — Huéng dan V6.0.20261008; tr. 73-105, 196, 207

Universal External / Internal — Hudng dan V2.0.20260511 / V3.0.20260508; hanh trinh va phuong thic
RSS / Trusted SIC — API Specifications V1.11.260911 / V1.7.260928; xdc thuc, Uy quyén va tich hdp nén

Thdng tin céng bé khéng thay thé hop déng API va cdu hinh d& xdc nhan; tai liéu ngudn dugc cap theo quyén s dung.
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@ GolPaperLess NGUON / CONG BO & PHAP LY PHAN MEM / TAI CHINH

' 4 ' 4

Nguon chinh thitc cho tham dinh va thiét ké

Nhan véio hdng dé ma; tén nguén day di cé trong bd k¥ thudt.

Pham vi st dung

Mobile-ID / GoPaperless N&ng luc, tham chiéu, céng bé chiing nhén va danh muc gidi phdp

OpenlID Foundation / NIST CMVP / FIDO Alliance H6 sa chiing nhén theo t6 chiic, sdn phdm va module cu thé

Trusted LTANS / Trusted Delivery Bdo qudn va giao nhan; két ndi va diéu kién dich vu theo du dn
QuantumSafe / Quantera Chuyén déi thudt todn; dinh hudng vi va xudt trinh thudc tinh
Nghi dinh 23/2025/ND-CP Khung chirky dién tu va dich vu tin cdy

Ludt 91/2025/QH15; Nghi dinh 356/2025/ND-CP  Bdo vé dir liéu cd nhén; déi chiéu cung quy dinh chuyén nganh dp dung

Phdp ché xdc dinh diéu kién tiing nghiép vu; céng bd sdn pham khdng thay gidy phép hodic chiing nhan trién khai.
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